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Jlnaep, KoTopomy aosepAatoT Jinaepol

ﬁ 8 of the top 10

% 10 of the top 10

Fortune Global 500
9 of the top 10

ol 9 of the top 10
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8 of the top 10
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Gartner =IDC

Jlnpep B KOpNOopaTUBHOM cermeHTe no o6bemy npopax

Market Share Leader
#1 Market Share in IDPS

for Corporate Endpoint Security, 2020 2020

Trend Micro

10,5% Trend Micro

24%

McAfee
19%

Venustech
15%

Revenue in Million USD for 2018-20. Graphic prepared by Trend Micro based the Gartner report.
Market Share: Enterprise Network Equipment by Market Segment, Worldwide, 4020, March 2021
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#1 Market Share
for Hybrid Cloud Workloads, 2020

Others
41,3%

Trend Micro
27,5%

Palo Alto
7,3%
Check Point McAfee
7,4% Symantec 8,4%
(Broadcom)
8,1%

(&) TREND.



Jinpgep pbiHKa nNo BbiABAEHHbIM ya3BumocTaAmMm B MO n OC

Zero Day Initiative

(obwecTBeHHas nnatpopma, BbIKynaeT
MHPOPMALMIO O BbIABMIEHHbIX YA3BUMOCTAX Y
sHTy3unacTtos/cneumanncros/DarkNet)

e 10,000+ He3aBUCMMbIX UCCneaoBaTenemn

* Jlnpgep pblHKA Ha NPOTAXKEHUN
npoweawunx 13 net. PacKkpbITo U
onyb6inKkoBaHo nopsaaka 60% ot Bcex
HanaeHHbIX yazsumocTten B 2020

Source: 2020 Public Vulnerability Market, Omdia, April 2021
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Jinpgep pbiHKa nNo BbiABAEHHbIM ya3BumocTaAmMm B MO n OC

Zero Day Initiative

(obwecTBeHHas nnatpopma, BbIKynaeT
MHPOPMALMIO O BbIABMIEHHbIX YA3BUMOCTAX Y
sHTy3unacTtos/cneumanncros/DarkNet)

% ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM

o Microsoft

KpynHenwmnm noctasLwmK ana:
e ICS-CERT
* Adobe n Microsoft

Source: 2020 Public Vulnerability Market, Omdia, April 2021
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KonnyectBo BbIABAEHHbIX YA3BMMOCTEN B MPOAYKTAX
KomnaHum Microsoft

Vendors 2016 2017 2018 2019 2020
Trend Micro 70 93 118 160 176
Fotinet 4 11 14 12 12
Palo Alto 9 16 3 34 58
Cisco 2 0 2 4 36
Symantec 0 0 0 2 0
McAfee 0 7 4 13 54
Fireeye 5 16 1 1 19
Sophos 0 0 0 3 0
Crowdstrike 1 1 8 0 9
Carbon Black 0 0 0 0 0

https://portal.msrc.microsoft.com/en-us/security-guidance/acknowledgments

Copyright 2021 Trend Micro Inc.
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OTAnYMA NPOMbBILLUZIEHHON CUCTEMbI OT KOPNOPaTUBHOM

JOCTYyNHOCTb [naBHbIKM NpnopuTeT KoHdmnaeHumManbHOCTb
24x365 (6e3 nepes3arpy3okK) JJlocTynHOCTb B paboumne yachl
MacwTtabHbin yuepb Nocneactema UHUMAEHTA [leHeXKHbIn yuwepb
10-20 net MU3HEHHbIN UUKA 3-5 net

PeanbHoe Bpema CKopocTb 06paboTKM AaHHbIX [onycTMma 3a4eprKKa
HeperynsapHo (1—2 roaa) MepnoanYHOCTb OOHOBNEHUM Yacto u perynapHo
NHKeHepHbIN aenapTaMeHT JKcnayaTtayma NoapasneneHne UT/UB
Oco3HatoTcA nocne MHUMAEHTA [Noaxon K pyucKam OueHeHbl 3apaHee

Mpouecc/ycnyra (HenpepbiBHOCTL) O6beKT be3onacHoCcTH NHdbopmaums

Copyright 2021 Trend Micro Inc.



BpEMeHHaFI LLHKa/1d CyleCTBeHHbIX Kl/l6epaTaK U Knx nocneacrsumA

= — =
= ‘,

Trisis infects Saudi Arabian Berserk Bear claims to be North Korean Lazarus group DoppelPaymer launches targeted
Havex supply-chain malware petrochemical plant, marking the targeting power and gas suspected of malware attack attacks on organizations in
hits dozens of ICS targets 1 first known malware to target providers across Germany against Indian nuclear power plant critical industries

across EU and US [ individual safety instrumented
f systems (SISs)

| 4 | |
Stuxnet worm infects Iranian ! Industries and BlackEnergy ; WannaCry shuts down production : LockerGaga infects Norsk Hydro : Rheinmetall’s automotive division :
nuclear plant, damaging 20% I infect Ukranian power grid, I in Honda plant, causing delay in I network, shutting down production I infected with malware, affecting I
of centrifuges ! hundreds of thousands of : output of more than 1,000 vehicles : and costing the company ' manufacturing; losses estimated at '
over US$75M US$4.5M per week

civilians lose electricity
o jo—
Bestonoss
«-» - -

Iran Stuxnet centrifuges German steel mill attack Ukraine power grid attack Middle East Trisis Taiwanese semiconductor  US parts supplier attack
attack plant attack company attack
#) Four zero-day vulnerabilities on USB #) Malicious actors accessed the office network #) Malicious actors used spear-phishing emails  #)  Trisis malware attacked #) Ransomware attacked #) Ransomware targeted the
®=  devices spread through the = through an APT attack, and then obtained *  with BlackEnergy 3 malware and gained = factory safety instrumented =  Taiwan Semiconductor = manufacturing company
organization’s network and infected privilege of control over the production system. employee login access. systems (SISs). Manufacturing Company Visser Precision.
Siemens equipment. (TSMC).
. A The steel mill shut down unusually, causing A They modified the system password and A Plant operations were
/\ The centrifuges were out of control massive physical damage. used a denial-of-service (DoS) attack on fripped up. /\ The company lost /\ Files were encrypted and
during operations, causing physical telephone lines, which meant systems could US$255M in downtime data exfiltrated.
damage. , . not be operated by employees. Around and 10,000 machines
Japan's Monju Nuclear Power Plant attack 220,000 people experienced blackouts. e )

#) Malware was loaded onto vulnerable patch
= software.

More than 42,000 emails and personal training
reports were leaked.



Colonial Pipeline (CLLA). Kubepataka 7 mas 2021r

lMpomeKyToUHble LIUCTEPHDI

TpaHcnopTnpoBKa

/I 3380 Colonial Pipeline Company

Nepenada HepTeNnpoAyKTOB
”

LmnctepHsbl

|
7
L
|

|-

Onepatop ynpasneHus LinctepHbl Colonial ) RO

PacnpocTtpaHeHue

.

BydepHble UnCTepHbI
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TeKywmn B3rnaa Ha npobenbl B KNbepbesonacHocTH
KOMBUHNPOBAHHbIX CETEN

Field device
[ : : -E o ;
: 1 : H
u " 1 1

v

ol
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ICS (ACY TI1) BeKTOpbI aTakK

Software attack Server attack

l

Primary Data acquisition Database Configuration Engineering
historian server server server workstations

Control system network

CET)

Remote network

router A - Field device network .
1 ]
1 e ——] 1
—
- [;5 v (= E"/é = | D | :
Communication Web HMI Industrial " —=O|[e--e] EJd
protocol attack application wireless : Field Field devices Safe :
attack 1 controller system
1 ]
T R R R T d
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Wireless attack Physical attack



BeKTopbl 3apar*KeHus
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loT Gateway
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* UCTOYHUKM 3aparKeHUs U3HYTpU

Industrial 10T
Technology

Cloud




BeKTopbl 3apar*KeHus
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KOMMNbIOTEPOB B CETU U/IN
yepe3 USB Flash

g@ }QY) ( (@p % fopusoHTanbHoe %

nepemelyeHue

ETnh

3apa)eHue u3

cermeHta UT

=n

loT Gateway

A\

MEC  Private mobile NW
(5G,4G/LTE,NB-loT)

cbp%
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* UCTOYHUKM 3aparKeHUs U3HYTpU

* BHewHUe NyTU 3aparkeHunsA

Industrial 10T
Technology

Cloud

HeaBTOpPM3MpPOBaAHHbIN A0CTYN
W/IN aTaKu C UCNOIb30BaHUEM
yassumocTteit B MO n OC




[loTeHUManbHbIE PUCKWU, Bbl3biBaeMbleE KI/I6epaTaKaN\I/I

4 )

PUcku

bu3Heca
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4 )

PUCKM OcTtaHoBKa
lpoussoacTsa | | nnouU3BOACTBA
-
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PrcKu 6e30nacHOCTM U TEXHUYECKUX peain3aumm
N
=

iy )
° il R
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g A BHYTpeHHuMe
Pucku YA3BMMOCTH BpepoHocHoe 10 OpHopaHrosasn ceTb NCTOYHUKU
\ J 3dpPaXXeHUA
4 "\ | * Natuunr
* 3ameHa ycrapeswux OC * YcraHoska 10
* WcknioyeHune yAa3BUMbIX * [pon3BoamUTENBHOCTD ST Y * KOHTPONb CTOPOHHUX
TexHun4yeckune
3a4a4um
* CypoBble yC/N0BMA IKCNayaTaunm
* HepocrtaTtok IT/3HaHuMM no 6e3onacHOCTH
. J

17 Copyright 2021 Trend Micro Inc.



Ob6ecneyeHue HenpepbIBHOCTU NPOLLECCOB

3alimnTa oT KubepartaK yepes
“YKkpenneHue npounssoacrseHHOM cpeabl’




[Togxoabl MO YKpenaeHuto cpeabl Npon3BoacTBa

PeweHua 6es3onacHoOCTH

N1eMeHTbl

lloT n obnaka

n pep,OTB pa |.U|EH nue @ * [pepoTBpallleHne aTak Ha YA3BMMOCTU, 3aparkeHunsn

BPeAOHOCHbIM MO 1 ropu3oHTa/IbHbIX NEPEMELLEHWUN B

TOYKax obmeHa AaHHbIMU

g BbiaBneHne BHYTPEHHUX Knbepartak B cpege OT
o e Busyanusauyma Knbepyrpos
[leTeKTnposaHue /@g%

3awWwmTa NPOMDbILUZIEHHbIX YCTPOMUCTB YNPaB/IEHUA U
MUHUMU3ALUA 30HbI NOPAXKeHUA

w W (¢ (@ }Q?z . be3sonacHasa cermeHTaymA cCeTU U NPUMEHEHNE NOINTUK
33 LI.'.MTa M yCTOMq M BOCTbJ — — - . BcecTOpoHHAA 3aLWmMTa, CKAaHMPOBaHMe Ha BpeaoHocHoe 10

BnokuposaHue Knbepartaku co cTopoHbl UT, ycTtpoucTs
I \

19 Copyright 2021 Trend Micro Inc. " TREND
MICRDO



[Moaxoabl NPy N1IAaHNPOBAHUN MHDPACTPYKTYPDI

Be3onacHocTb obmeHa
AAaHHbIMMU

* CeTtb, DMZ

* HoyTtbyKu, pabouune ctaHumm

* USB ycTpoiicTsa

* |oT wnto3bl

* EWS, nogkntoueHHble K “06naky’
* YacTHan 6ecnpoBogHas ceTb

)

PaHHee obHapyKeHue
aHOManumn

* [laccuBHbIM aHaNU3 ceTn
- BoiasneHue
- [opu3oHTanbHOE NepemeleHue
- C&C

3almTa YCTPOMUCTB U
onepauumn

* CeTb
- CermeHTauumA
- MpumeHeHne NONNTUK
- 3awWmnTa OT yA3BMMOCTEN

* KOHEeYHble TOYKM
- MNepnoanyeckasa nposepkKa
- 3alWmTa HOBENLLNMK
TEXHUKaMM

*KpacHbiM ebiOesieHbl yaydyweHUs, KOmopble MOXCHO 300X UMb HA 3marne naaHUpPo8aHUs HO8bIX 06beKkmos

20 Copyright 2021 Trend Micro Inc.
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Deployment example for new factories

ERP SCM WEB z Hybrid cloud protection
g = = = : Ifl Trend Micro Cloud One
IT/ENTERPRISE < . | | 5 Automated, flexible, all-in-one solution
NETWORK —l Nele =
S fﬁ%] S ¥ @ Endpoint protection
L s 2 E_ Trend Micro Apex One
g & Automated, insightful, all-in-one protection
()
/ s > Gatekeeper IPS
B — .. . q
= ( ) 3 5 E=g TippingPoint Threat Protection System
(&)
= Q Blocks malicious traffic o
=2
TPS= g APT prevention §
N = .
INDUSTRIAL > Application == % =  Deep Discovery Inspector E
DMZ o U ~  Multiple = Network-wide detection of targeted attacks =
= SR 7o Sites c
= 3
% J [E g 5 El Flexible & reliable high-performance security for MEC ﬁ
c 5 5 = 9
= ( 83 S Trend Micro Mobile Network Security L
6 G @ Secures private mobile networks (5G,4G/LTE,NB-loT) e
x = a
< . ©
O MANUFACTUR?,I\,T(E > @ (@) — > Installation-less malware scanning tool g
L OPERATION& > [oo=r7%" S5 E__>. Trend Micro Portable Security 3 2
Ll L] (8]
i CONTROL o ey ! MEC 9 Periodical health-check processes o
'Z.':'I TR 1 Private mobile NW = . X X [ =
o {_________' (5G,4G/LTE,NB-loT) = Next-generation ICS endpoint security K]
(7]
:D) = W ! % o) % TXOne StellarProtect (StellarEnforce for legacy OSes) S
o ' [Fara o < ‘;—‘ . -
) — o I Lateral / o v Protects mission-critical assets o
e CELL/AREA ={Lt e o © =
o . ), &\ longitudinal o = Nl . " 3 .2
SUPERVISORY o EWS e e B Built-in security software for critical devices S
CONTROLS D) Y :o‘feme”t “g = H Trend Micro loT Security —
2 evices c .
l“ll I:I Vol = | = Secures low resource devices 5
| obile o —
HMI H A oM i i ! SR Industrial central management console =
. o =
o T |2l OT Defense Console
al O a é § Plant defense field management
) @vn
CONTROL 2 g S E Industrial next-generation firewall
= RTU - 5 3 i
© £ [=£ EdgefFire
(NN] £ Enables secure network segmentation
Remote & . .
3 . T § Industrial next-generation IPS / Array
PROCESS @ & QA o ) = s
a Aa—ad ’G-uu-umTuﬁm = —

Edge EdgelPS Pro (for largegscale networks
Cell &ra i(RErNimgl ass’éehixt)ne.
MICRO X

networks



ExXOne

networks

UHCTpYMeHTapun
Trend Micro
Ana npumeHeHua B OT




CTtbiK IT/OT 1 nH¥eHepHbIX paboT

3HaHKA O Cneumnanucrsl
KOMMbHOTEPAX B obnactn ACYTN

NHXKeHepua

BesonacHocTb 3HaHuA 3HaHuA
h
IT/OT 0 ceTax 0 npoueccax

HepocTtaTok NOHMMaAHMA
NPUCYLL KaK MHXKeHepam
IT, TaK n onepaTtopam OT:

23 Copyright 2021 Trend Micro Inc.




Trend Micro Portable Security USB-ycTpounctso

A
Scan status and result notification with LED (g —1°=
9=

Ao
7 X
J

Factory A Factory B Factory C

\(‘ '\ v \ “’ \
v-\_/ ve=\_/ -\
V — V' — V) —

Detected and further Malware detected No malware is detected.
actionis required and cleaned System is safe

Copyright 2021 Trend Micro Inc.




CeTeBble YCTPOMUCTBA CTRyKTYPpa OF

| SCADA

Engineering
LT Workstation

' e 53l ke ’

EdgeFire (NGFW) /g,Nﬁ /Q% EdgelPS
AN X O
Imwossx  CTPYKTYpa OT \ e S%)— ﬂ CrpyKtypa OT X

NPOEKTOB UM CYLLLECTBYIOLLMX
MOZepHM3aLMM NMHPPACTPYKTYP SCADA

L Engineering
== Workstation
- ~HHH
bLC (g .............................. :><3 — PLC
il I rirnri

L T
% 8 KL

CermeHTauma n caep>KmsBaHune KoHTponb pa3pelleHHbIX KOMMYHUKAL N

Engineering HMI !
Workstation




EdgelPS Series: Next-Generation Industrial IPS

L2-L7 Visibility and Protection 3alUTUTD KPUTUYECKU BaXKHYIO MHPPACTPYKTYpY

* Pa3BopaumBaeTca nepen BarKHbIMM aKTMBAMU (KOMNbIOTEPSI,
HMI 1 KoHTponnepbl) n obecneuynBaeT ABYHaNPABAEHHYO
3aLnNTy
PeanbHasa unuterpauyma IT-OT

Network visibility

Protocol Filter - Whitelisting
Control

* (ObecneyeHune BUAMMOCTU N KOHTPoAA OT, a TaKKe MOHUTOPUHTA U
3aWwmTbl KNbepbesonacHocTM ana obecneyeHNAa BOSMOXKHOCTHU
coBmecTHoM pabotbl UT 1 OT.

* AnnapaTtHbii Bypass

Virtual Patch

83mm(3.27 in)

Mpoctoe ynpasneHue

*  leHTpanunsosaHHoe ynpasneHue c nomolubio OT Defense Console (ODC)
*  YnpaBieHue eguHbIM 610KOM Yepes BeO-KOHCO/b.

*  Ob6BEKTHO-OPUEHTUPOBAHHAA KOHPUrypauma ans IP n ceteBon ciy»Kobl
e Zero-configuration

HageXHOCTb cuctembl

TXODI inside

Hardware Bypass

Dual Power input

* Bbicokaa MTBF

*  Dual power-Input

e -40to 75°C wide temperature operation
e 5-years warranty
Product name : EdgeIPS * Industrial grade hardware design

* Self-recovery watchdog

Short name : IPS ;. Selfrec e
(2 Copper ports + USB) ide Temperature ( to )

26 Copyright 2021 Trend Micro Inc.



OT Protocol

Building Distributed Control Electric & Automation &
Emerson Systems Honeywell Experion Triconex ABB 800xA DCS OMRON Fins GE PAC8000
ROC protocols 1
|
ABB . Yokogawa . | Mitsubishi Melsec
TotalElow Siemens P2 FTE (Honeywell) ProSafe ABB Bailey : Plus-S7/S7 / Melsoft
; |
Bacnet AN OTET I RIS MMS I Siemens IP/EtherNet Sattbus
protocols 1
|
E DeltaV DCS Rockwell includi CIP
merson Betta ICCP TASE.2 : ockwell including (CIP 5 0 /aE 7
protocols - extension)
Yokogawa VNet/IP IEC104 : CSPv4/PCCC Profinet-DCP
GE Marké6e (SDI) DNP3 : Compresson Controls Profibus
Schneider Foxboro GOOSE : Corporation (CCC) Modbus
Schweitzer : OPTO Control Modbus
I Technology Inc (CTI) Schneider
. . S |
Briel & Kjaer V|broI . .
(BKV) Lantronix Modbus Altivar
GE-SRTP Modbus Concept

|
|
Bently Nevada :
|
|
|

/ Momentum

Modbus RTU

CDP LLDP DCE/RPC DHCP V4/V6 ARP VNC
NTP RDP SSL NTLMSSP ATSVC SMB-PIPE
SNMP SSH HTTP / HTTPS FTP Telnet SMB / CIFS
ICMP IGMP Browser DNS TFTP TCP/IP
27 Copyright 2021 Trend Micro Inc.
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Y

Center of TXODI™

HabnopgaemocTb

* ObecneyeHne BUAMMOCTM YCTPOMCTBA
N NPOTOKONA ANA CETEBbIX
aAMUHUCTPATOPOB

Whitelisting KoHTpoab

* [lonHbIN 6enbin CNUCOK Ha YCTPOMCTBE,
NPOTOKO/1e 1 onepauun. Hanpumep,
«PLC1 moKeT B3aMmMoaencTBOBaTb C
MK1 no npotokony Modbus TOJ/IbKO
ANA onepaummn YTeHUA»

3awuTa

* OO6HapyKeHne aHOMaNui B NPOTOKONAX,
MCMNO/Ib30BaHME YA3BMMOCTEN U
COOTBETCTBYHOLMX YrPO3

(@) TREND
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- Easy to apply relevant rules by

searching for CVEs/Keywords
- Virtual IPS: up to 256 Profiles
\

mmmmm

- Asset identification
- IT and OT network protocols

(including SECS/GEM and Interface-A) \

wwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwwww

................................................

....................................................................................

- Support 50, 000/100,000 Stateful = ‘
ACL Rules AN Hardware
1. 2U Rack mount(EdgelPS Pro-2096)
2. 1U Rack mount(EdgelPS Pro-1048)

. High throughput :
- 10Gbps+ IPS throughput
(EdgelPS Pro-1048)
- 20Gbps+ IPS throughput
(EdgelPS Pro-2096)

- Detect and Block worm attack

- PE file and Fie extension filter

- Integration with Trend Micro DDAN
to detect unknown malwares

2. Redundant PSU

3. Up to 48 Ports 10/100/1G

Interfaces (EdgelPS Pro-1048) 2. Low Latency : <200 microsecond

3. Concurrent connection
support 2M+ sessions
(EdgelPS Pro-1048)
support 4M+ sessions
(EdgelPS Pro-2096)

4. Up to 96 Ports 10/100/1G

- Xflow (Netflow) export
- APl integration with existed system

interfaces (EdgelPS Pro-2096)

5. 1x USB ports, 1*Serial
Console(USB Type-C), 1*MGMT

ort, and 1* HA port
- Flexible Port Configuration . E

(by 24-port Expansion Cards)
- Gen3 hardware bypass

6. High flexibility interface slot
exchange (Expansion Card slot)

tExOne

networks



EdgelPS Pro-1048 — Protocol Filter Profile(SECS/GEM Setting

. SECURED BY
) EdgelPS Pro 2 samn i) -2 EXONE
Visibility v Network ¥ Object Profiles v Security v Pattern v Administration v
Object Profiles » Protocol Filter Profile
~
Create Protocol Filter Profile X
O No Protocol Filter Profile Name ICS Protocol Informatior]
Protocol Filter Profile Name:”  apc [ )
O 1 ( New-Profiles-1 ) -
Description: 0 o
O 2 Modbus-Profiles Modbus: Advanced Setting
¥ ICS Protocol Select 0 ltems / Total 13 Items
Factory Automation Power & Electricity
[} Protocol Name Advanced Settings Information
[] Modbus Settings Any
[] EtherNetIP/CIP Settings Any
[] s7Comm Settings Any
[] s7Comm Plus Settings Any
[ PROFINET Settings Any
] Mitsubishi-SLMP Settings Any
[]  MELSOFT Settings Any
Settings Any
Tl TovoruG Settings Any SECS/GEM Advanced Settings X
[ FINS Settings Any
Function Type Access Permission €)
¥ General Protocol O Any
[ selectAll  [] HTTP [ FTP O8O Basic Setting
> Read Only Read / Write Admin Config Others
OK ‘ Can
Cancel

October 1, 2021 g txOne

networks



EdgelPS Pro-1048 — Protocol Filter Profile(SECS/GEM Setting)

ECURED BY
) EdgelPS Pro One
Modbus Advanced Settings
System Visibility v Network v Object P
) ) ] ) Command / Function Category Access Permission -
Object Profiles » Protocol Filter Profile
Aﬁ'y
Add
1|y 14 Ag onng ther X
| No Protocol Filter Profile Name © Advanced Matching Criteria
O 1 New-Profiles-1
Functon List hl11: Read Cails v
O 2 Modbus-Profiles v (x01: Read Coils
Function Code*
0:02: Read Discrete Inputs been
Unit ID*
003: Read Holding Registers
Address* 004 Read Input Registers
0x03: Write Single Codl
0x06: Write Single Register
0:07: Read Excepbion Status
0x08: Diagnostics words: 0 (Max: 32)
0xd8: Get Comm Event Counter
pss
0:0C: Get Comm Event Log
0x0F: Write Multiple Coils >
01 0: Write Multiple Registers
0x11: Report Slave 1D
0x14: Read File Record
0x15: Write File Record
0x16: Mask Write Register — Admin Config Others

A 7: ReadWrite Multiple Registers

0x18: Read FIFO Queue
Cancel

0x28: Encapsulated Interface (MET} Transport

Custom

October 1, 2021 g txOne
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EdgeFire Series: Industrial Next-Generation Firewall

L2-L7 Visibility and Protection

120mm
(4.72 in)

50mm
(1.97in)

ul“"“..‘(? EdgeFire

180mm(7.09 in)

Network visibility Network Segmentation

Product name : EdgeFire
Short name : IEF
Model name : IEF-1012-TM

NAT-Firewall

TXODI inside

*Wide Temperature (-40°C to 75°C)
(2Fiber + 8 Copper + USB)

UHTerpuposBaHHblii NAT n KommyTtaTop

* [lo3BOAAET CErMEeHTMPOBATL CETb M 3alUMLLATL YCTPOMCTBA B NOACETAX

*  HactpauBaemasn mapLupyT1sauma 1 npobpoc nopTos

Obecneuunsaet uHterpauyuio IT-OT

* ObecneunBaeT BUAMMOCTb U KOHTPOAb OT NPOLLECCOB, a TaKXKe NpUMeHAeT
npaBuNa B3aMMOAENCTBMA HA YPOBHAX IT n OT

* [lpaBuna ¢unbTpaUnM HacTpamMBatoTCs Ha OCHOBe npodunei

lpocT B ynpaBneHuun

* LleHTpanusnposaHHoe ynpasneHue Yepes OT Defense Console
(ODC)
* YnpasneHue oTAeNbHbIM YCTPOUCTBOM Yepes BeO-KOHCO/b

BbiCOKaA HaAeXXHOCTb

High MTBF
* -40 to 75°C wide temperature operation
* 5-year warranty
* Industrial grade hardware design



3almnTa KoHeYHbIX Todek B cpedax OT ¢ nomoLubto TXOne Stellar

StellarProtect

BMAUMMOCTb Ol aKTNBOB
EesonacHocTb ICS npuaokeHnn
OT Zero Trust n AeTeKTMPOBaHne
aHOMaInNn

dukcaumad s 1
CKaHMpoBaHme no

CoBpEMEHHLIE XOCTHhI

bonee molwHoe
OrpaHnyeHHble OBHOBNEHMUS
NUcnonb3syer
MHTEeNNEeKTyanbHble PYHKLUUN

Pattern-Less

Lightweight StellarEnforce

Patch-Free

Support XP/2000

YcTapeBLume XOCThl

* MeHee mouwHoe

* Ycrtapeswune OC

* [lpeanoyTUTENIEH PEXUM
dUKcaumm CoCToAHUA



stellarProtect




TXOne StellarProtect

stellarProtect

Overview

ICS Applications
ICS Certifications
Scan Components
Password
Settings

About
Information

Model
ET200S

Location

North area

Vendor
Others Roofworks
Description

Flat Rock Pant 233

Real-Time Scan disabled since: N/A

Number of ICS Apps:

2

Last ICS inventory updated on: 2020/10/16 18:45

Last blocked event:

License expires on:

2020/10/16 18:45

2022/12/31

X

Secured by

txOne~

networks

TXOne StellarProtect X

stellarProtect

Overview
Software Vendor

ICS Applications > o507 sudio ABB

ICS Certifications Factory Talk ~ Rockwell

Secured by

tExOne”

networks

Version Install Path
7.0 C:\Program Files (x86)\ABB Industrial

3.1 C:\Program Files\Rockwell

Scan Components TwinCAT3 BeckhoffAutoat... 1.2 C:\Program Files\TwinCAT

Password
Settings

About

Number of applications in inventory: 3

@ TREND 3 tXOne

networks




3awmTa NPUNOKEHNN 3awmTa $paitnos n nanok

Group Policy

» Nagoya Horita (5) / v Edit Policy

ICS Application Safeguard

(__ @ Protect files and folders from unauthorized changes. Protection Path Type Exception Process Actions

ICS Application Safeqguard

Protect the ICS Applications All ICS Applications All ICS Applications C:\Windows\explorer.exe
HKEY_LOCAL_MACHINE\SOFTWA Registry Key C:\Windows\explorer.exe
C:\MyFolder Folder No Process can write

v K-254-A23 10.1.192.36 South Area Omron C:\MyFolder\MyFile.exe File

ICS Applications (4) Configure Change Window

Software Vendor Version Install Path Configure Change Window settings to allow all the changes on the protected ICS applications by ICS Application

Safeguard during the specified period.
ROBOT Studio ABB 7.0 C:\Program Files (x86)\ABB Indu

Factory Talk Rockwell 6.1 C:\Program Files\Rockwell Software\Factory (_ @ Change Window
Roof Station Siemens 2.12.01 C:\Program Files\Rockwell Software\Factory Change Window Start Time @ Start Now Schedule: 2020-06-08T10:05:22-05:00 #

Citect Schneider 10.12.93 C:\Program Files\Rockwell Software\Factory Change Window Will Ended after Hour(s).




v Nagoya Horita (5)

Endpoint

» K-100

» K-101

v K-254-A23

IP Address Protected
10.1.193.192 > 9
10.1.192.33

10.1.192.36

» Edit Policy
Location Vendor Model
North Area SIEMENS ET200S
North Area SIEMENS Sinumerk

South Area Omron S7-400

Description Operation System

Last Connection

Flat Rock Plant Windows XP Professional Service Pack 3 build 26e... 2020-08-13T11:31:15+08:00

Consulting Windows 7 Starter Edition build 7601

Meteer Windows 7 Starter Edition build 7601

2020-08-13T11:31:15+08:00

2020-08-13T11:31:15+08:00

ICS Applications (4)

Software

ROBOT Studio

Factory Talk

Roof Station

Citect

Vendor Version

ABB 7.0

Rockwell 6.1

Siemens 2.12.01

Schneider 10.12.93

Install Path

C:\Program Files (x86)\ABB Indu
C:\Program Files\Rockwell Software\Factory
C:\Program Files\Rockwell Software\Factory

C:\Program Files\Rockwell Software\Factory

ICS Certifications (20)

Issued To Issued By

Schneider Electric  DigiCert SHA2 Secure

SIEMENS AG Symantec Class 3 SHA256

DigiCert Glocal DigiCert Glocal Root CA

Schneider Electric  DigiCert SHA2 Secure

SIEMENS AG Symantec Class 3 SHA256

> Show All and Edit

Hash

564e01066387126c9120d78d37

Da39a3ee5e6b4b0d325501890

E0c9035898dd52fc65c49¢c4d20

564e01066387f26c9120d78d37

Da39a3ee5e6b4b0d325501890

System Info

Microsoft Windows 7 Professional Service Pack 1 build 7601, 64-bit

Root groupitestTC

VALID

Scan Components

an Components are older

16.219.00

2.333.00

1.780.00

tha

n OT Defense Console

tExOne

networks




Secured by

stellarOne txOne”

networks

Dashboard Agents v Logs ¥ Administration v About

StellarProtect

Endpoint ¥

Agents Policy —ee

> All Agents (60) v EditPolicy | {Jser-Defined Suspicious Objects

User Defined Suspecious Objects SafeLock will periodically

rotect against objects not yet identified on your network by manually adding suspicious objects to the list

Protect against o ts not vet identified on yvour network You can export current Approve om Devices page, kee d in the csv file, then import to the list below:

Hash / File Path Type Notes Source b lmw't D Delete selected Total Number of Records: 2

C:\Exfolk.exe File Path DESKTOP-PEENUUV Manual .
Hash / File Path Type s Source Last Modified

Da39a3ee5e5e6b3eebe5eb. .. Hash WIN2016-X64 Auto
File Path Manual

Da39a3ee5e5e6b39a3eebe. .. Hash WIN2016-X64 Auto
da39a3eeSeS5e6b... Hash

UHTerpauua co CTOPOHHUMMU peieHnaAMU no obmeHy loC
n

> Show All and Edit

REND. .52 EXOne’

o networks



MOHUTOPUHT YA3BUMOro IETMTUMHOTO NpoLecca ¢ MMHUMAJ/IbHbIM KOHTPO1IEM NPUBUAErni

. . ) Operations Behavior Anomaly Detection
Operations Behavior Anomaly Detection

Learning: Add the unrecognized call of monitored process to approved operation. T4

(@ Detection: Write a log on unrecognized call of monitored process. il Actions

” . p PowerShell.exe m
Prevention: Block the unrecognized call of monitored process.

. C:AWINDOWS\system32\wscript.exe
Disable

C:AWINDOWS\system32\wscript.exe

. MAHTA exe
(@ Aggressive Mode Approved Operation(s)

' C:AWINDOWS\system32\wscript.exe

NU3yyeHue u aBTopusaumua onepayMoHHOro nosegeHuna

Operations Behavior Anomaly Detection Approved Operation(s)

Monitored Process Approved Operation Created Time Actions
“powershell.exe”-NoNiNt “C:\Windows\System32\cmd.exe”-NoprOrFile 2020-08-13T15:00:00

“powershell.exe”-NoNiNt “C:\Windows\System32\cmd.exe”-NoprOrFile 2020-08-13T15:00:00 X ttane
networks




+| PaspeLwieHHbIXW CNUCOK +«| EAMHOpaA30BOe UCNo/sIb30BaHUe

Stella rOne =) TXOne StellarProtect

An USB Device has bee blocked by StallarOne

Dashboard Agents v Logs ¥ Administration v About

Information
StellarProtect

+ Add Group

Agen

Product ID: 0x0101
Vendor ID; 0x2357

Serial Number: 1577

P

All Agents (60) v Edit Policy

Industrial-Grade Next-Generation Antivirus

=9 TXOne StellarProtect
USB Vector Control

The USB device has bee temporarily added to Trusted

(_ @ USB Vector Control USB Devices. To use the USB device, unplug it and plug it

Trusted USB Device List:

Vendor ID Product ID Serial Number Actions

back in,

07AB FCFD 1100 m

07AB FCFD 1101 i @ IBEQB“ {g tXOﬂe

networks
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ObecneymBaeT onepaLMOHHYIO LEe/IOCTHOCTb yCTapeBLWMX NAaTGOPM C MOMOLLbIO B/IOKMPOBKU N KOHTPOA
N3MEHeHU

PeanbHocmb 8 ycmapeswem OT Pexxum pukcauum (Lockdown) 48 1

Ob6ecneunBaeT 3KCNYaTaLMOHHYIO L,e/IOCTHOCTb KPUTUUECKU
BaXXHbIX YCTPOMUCTB

Operations USB Device Data Configuration
Unauthorized Lockdown Lockdown Lockdown Lockdown
changes from
remote access
Vendor’s device
Lateral
infecti
I:nepatggt:cr 7 * 7 * 7
devices
Infected PC or
USB stick during :
maintenance * *

AHTUBUPYCHbIE CUCTEMbI HE MPUMEHUMBI

@) TREND. 3 EXxOne

networks



[lonb3oBaTenu MOTYT 3alNJ1aHNUPOBATb OKHO U3SMEeHEHUA ONA
aBTOMaTU4ecKoro obHoBsieHnA yTBepRA4EHHOIO CrMCKa.

Configure Maintenance Mode - TCLUO-USGSQFI7G X

@' Update Agent Component to apply the latest component updates.

Havyano / KoHeL, OKHa 0bCcnyKMBaHUA

Coenfigure Maintenance Mode setiings to allow all file executions on endpoints and add all
created/executed/modified files o the Approved List during the specified period. To reduce risk of

C Ka H M pO Ba H Vl e B pe,ﬂ,O H OC H bl X infection, run applications from trusted sources on endpoints.

nporpamm BO Bpemsa 06Ccny*KnBaHuA DR @ RE:
Schedule
OTnpaBKa B KapaHTMH O6Hapy)'KeHHb|X - Time Select - -
O 6be KTO B #| Scan endpoints after Maintenance Mode is stopped (i)
Action:

o Quarantine detected files
Add detected files 1o Approved List

tExOne

networks




StellarEnforce — MuHumanbHoe BAMAHUE HA NPOU3BOAUTE/IbHOCTb

Harpy3ska Ha CPU < 1%
YcpeaHeHHOe ucnonb3osaHue O3Y < 10MB

PeanbHbl npumep: 3aKa3umKy Heobxogmmo
BbINoNHMTL 40 000+ onepauunii BBOAa-BbIBOAA
B TeyeHune 10 cekyHA Ha cBOEM
NPOMN3BOACTBEHHOM KOMMbIOTEPE, U
StellarEnforce npakTnyeckn He nobaBun
3a€PXKKU AN 3TON BaXKHOM 3a4a4u

Before After

= XRne
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dukcauyus

LLeNIOCTHOCTU

Onepauuu
Lockdown

2
Process

Obecne4ymBaeT LENOCTHOCTb
BbINOJIHEHMA NpoLiecca
MNopaepKka yctapeswmnx OC
MpocToi pexxnum obcnyKnsaHuA

PaspelweHo

N
l% @ ExXeaHeBHble onepauumn

Lrﬁ;’-?

95 ® HeusBecTHble NpUNoOKeHUA

® HeunsBecTHble BUPYCbI

NaHHble
Lockdown

—

0

* 3awwmta b/1 / SCADA

* [peaynpexaeHune o
HEeaBTOPU30BaAHHbIX U3MEHEHUA
M ayauT LLeNOCTHOCTU AaHHbIX

3awmTa
KPUTUYECKUX
OaHHbIX

KOHpUrypauui

KoHdurypauuum

Lockdown

-8 —
@

* [losblweHne
6€30nNacHOCTM HACTpPoeK
YYBCTBUTE/IbHOW Cpeabl

UsB/

NnpUNOKeHUA

Lockdown

—&

* Pa3peleHHble
YyCTpOMCTBaA

* KoHTpONb
pa3peLleHHbIX
npunoxeHunn/
ceptTudumKaTos

g txOne
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OS

Client OS

Windows 7 (No SP/SP1) [Professional / Enterprise / Ultimate] (32/64bit)
Windows 8 (No SP) [Pro / Enterprise] (32/64bit)

Windows 8.1 (No SP) [Pro / Enterprise / with Bing] (32/64bit)

Windows 10 [Pro/Enterprise/loT Enterprise] (32/64bit)

Windows Embedded Standard 7 (No SP/SP1) (32/64bit)

Windows Embedded 8 Standard (No SP) (32/64bit)

Windows Embedded 8.1 (No SP) [Pro / Industry Pro] (32/64bit)
Windows 7 for Embedded Systems (No SP/SP1) (32/64bit)

Windows Embedded POSReady 7 (32/64bit)

Server OS

Windows Server 2008 (SP1/SP2) [Standard / Enterprise / Storage] (32/64bit)
Windows Server 2008 R2 (No SP/SP1) [Standard / Enterprise / Storage] (64bit)
Windows Server 2012 (No SP) [Essentials/Standard] (64bit)

Windows Server 2012 R2 (No SP) [Essentials/Standard] (64bit)

Windows Server 2008 for Embedded Systems (SP1/SP2) (32/64bit)
Windows Server 2008 R2 for Embedded Systems (No SP/SP1) (64bit)
Windows Server 2012 for Embedded Systems (No SP) (64bit)

Windows Server 2012 R2 for Embedded Systems (No SP) (64bit)

Windows Server 2016 (No SP) [Standard] (No SP) (64bit)

Windows Storage Server 2016 (64bit)

Windows Server 2019 Standard (64bit)

networks

@ TREND S8 txOne



Noapep>xmnsaembie OC — StellarEnforce

OS

CPU

Memory

Free HDD space

Client OS

[Professional] (32bit)

[Professional] (32bit)

Windows Vista (No SP/SP1/SP2) [Business / Enterprise / Ultimate] (32bit)
Windows 7 (No SP/SP1) [Professional / Enterprise / Ultimate] (32/64bit)
Windows 8 (No SP) [Pro / Enterprise] (32/64bit)

Windows 8.1 (No SP) [Pro / Enterprise / with Bing] (32/64bit)

Windows 10 (RS1/RS2/RS3/RS4/RS5) [Pro/Enterprise/loT Enterprise] (32/64bit)
Windows XP Embedded (SP1/SP2) (32bit)

Windows Embedded Standard 2009 (No SP) (32bit)

Windows Embedded Standard 7 (No SP/SP1) (32/64bit)

Windows Embedded 8 Standard (No SP) (32/64bit)

Windows Embedded 8.1 (No SP) [Pro / Industry Pro] (32/64bit)
Windows XP Professional for Embedded Systems (SP1/SP2/SP3) (32bit)
Windows Vista for Embedded Systems (No SP/SP1/SP2) (32bit)

Windows 7 for Embedded Systems (No SP/SP1) (32/64bit)

Windows Embedded POSReady (32bit)

Windows Embedded POSReady 2009 (32bit)

Windows Embedded POSReady 7 (32/64bit)

Server OS

Windows 2000 Server (SP4) (32bit)

Windows Server 2003 (SP1/SP2) [Standard / Enterprise / Storage] (32bit)
Windows Server 2003 R2 (No SP/SP1/SP2) [Standard / Enterprise / Storage] (32bit)
Windows Server 2008 (SP1/SP2) [Standard / Enterprise / Storage] (32/64bit)
Windows Server 2008 R2 (No SP/SP1) [Standard / Enterprise / Storage] (64bit)
Windows Server 2012 (No SP) [Essentials/Standard] (64bit)

Windows Server 2012 R2 (No SP) [Essentials/Standard] (64bit)

Windows Server 2003 for Embedded Systems (SP1/SP2) (32bit)

Windows Server 2003 R2 for Embedded Systems (No SP/SP1/SP2) (32bit)
Windows Server 2008 for Embedded Systems (SP1/SP2) (32/64bit)

Windows Server 2008 R2 for Embedded Systems (No SP/SP1) (64bit)
Windows Server 2012 for Embedded Systems (No SP) (64bit)

Windows Server 2012 R2 for Embedded Systems (No SP) (64bit)

Windows Server 2016 (No SP) [Standard] (No SP) (64bit)

Windows Storage Server 2016 (64bit)

Windows Server 2019 Standard (64bit)

Equivalent to minimum system requirements of operating system (only Intel 64 and 32 Architectures supported)

Equivalent to minimum system requirements of operating system

Minimum 300MB
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