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Identity Governance and Administration

ldentity Manager

NetlQ
MeHemxep igeHTudiKauih aBToMmaTU3ye HagaHHA Ta BiAKMOYEeHHS KopucTyBadis, 'dentity Manager
LeHTpanisoBaHe agMIiHICTPyBaHHSA OOCTYMNY Ha OCHOBI porien.

Kepye tnm, Ma€e Ao OocTyn

Identity Management

= LleHTpanbHe cxoBuLle obrnikoBux (eDirectory)

Roles & Business

Relationship Mgmt

* YnpaBniHHA XUTTEBUM LIMKINOM KOPUCTYyBa4a
= ABTOMaTM4Ha CUHXPOHI3auia Ta HagaHHSA/BigknnkaHHA NOBHOBaXEHb
« CamoobcrnyroByBaHHA Ta gerieroBaHe agMiHIiCTpyBaHHSA

 KepyBaHHA naponamMuy 1a CUHXPOHI3aLis



YnpaBniHHA ineHTUdIKaLI€ED

[MopTan camoobcnyroByBaHHS, HoBa ponb, abo Ha OCHOBI
Ha OCHOBI pe3ynbTaTiB oHoBneHux atpmbyTie (HR), abo
ynpaBniHHS igeHTUIKaui€eto, 3a 3arnnToM | CXBaneHHAM.
abo 3 kombiHauii HR
camoobcCryroByBaHHS.
NMOBHOBAXEHHA
MepiognyHi Ta aganTuBHI
SOD / 3AEOPOHU e A
[MpoakTnBHbIE U SKHaWLLBUALIONO YCYHEHHS
PE€aKTUBHbLIE SNNEMEHTHI MOXITMBUX 3arpo3 / puaukis
ynpaeneHust SOD. pa3oM 3i 3BiTamm Npo ayauT |

BigNOBIAHICTb

3BI/IbHEHHA/BIACYTHICTb

lNo numymatmee HR vnu noptana MiaTpymMka 3MiHW / cKMaaHHSA
camoobcnyxumaHna. OTKNOYMTb,  Napons iHiuinosaHa 3
ApxuBupoBaTtb Unu Yaoanutb BUKOPUCTaHHSIM MOCUIEHOT
Yyepes ykazaHHOe BpeMS. ayTeHTudiKauii.




NMNopTan obnikoBux 3anucise. [loaaTtku
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NMopTan o6nikoBux 3anucie. KopuctyBau

n UserApplication Administrator ~

MaHens ynpaeneHus MpunoxeHne 3apgauu Hoctyn - Nioaw ~ AAMWHWCTPUPOBAHME Kondurypaums «

Hobpo noxxanosatb, UserApplication Administrator &

ok [l

B8 Manage Dashboard

TeamlLead Pykoeogntens
BHyTpeHHue sanpockl 3apauu DenapTamMedTt KOpNopaTHBHbIX KANMETOs

MEHT MapKeTUHIa
OTnoxeHo 3anpeweH Hoeble zagaqn Cpol gelcTemnA ckopo 3arpebol

©0 @0 0 ol 0

Jenervp

0

KpaTkan uHpopmaumna

Manager HavansHuk
PykosoguTent oTgena
Otaen MNpogam

2 ]

MpocMoTpeTk AONONHUTENEHYD MHBOPMaLMID
MameHnTL napons Hactporiika Mos y4eTHas AOMWHUCTPUPOB.
KOHTPOMBHEIX 3anuck
BOMNPOCOB

Second Bropoit First MepBblii
T cneymannct Mpor ey
TexnHue

MNog,

o KpaTkan uHipopmaumna 5 KpaTkaa uHopmaumna

npagamu Aoctyna

AAMWHMCTPaTOP COOTBETCTEBHA
MeHepkep obecnedeHns npasaMu1 focTyna

MeHemxep ponei




3anuTu Ha gocCTyn

o UserApplication Administrator

Maxens ynpagneHna Mpunoxexue 3apaumn LocTyn Niogw ~~ AAMWHACTPUPOBAHKME Kondmrypaums
—_— . Jo6aenexdune ponu nonb3soeatento - Ponb A

[MpoTokon 3anpocoB 101 () CocTonhue ToaTEepKACHO

Monywatene First Nepesiii

MokaseiBaeT BallK 3an bl 32 Nepuog, yKazaHHeIWn agMUHHUCTPaTOpOoOM.
3anpawwmsatowmin:  UserApplication Administrator

- posron -or [
Aata zanpeca 10 man 2019, 12:33

MNokasaTb Bece v

OLWEHHBIA 3NEMe HAata sanpoca COCT € 3anpoca KaMMeHTapHH MNonbaosatens

Yaaneuune ponu y nonb3osatens - Ponb A 10 man 2019, 12252 O6paboTka

Baw zanpoc Ha noaTeepxAeHWe ponu anA First Mepsewii first oTnpaened B cepsuc ponei
Ponb A 10 man 20197, 12:52 OwmpaeTch yTEepXOeHHe

MNonbaosaTennckan 3afada NoATBep/AeHa peleH3enTom Manager HavyansHUK
Ypaneuue ponu y nons3oeatens - Pons A 10 man 20191, 12:50 ObpaboTka

Manager HavanbHuk NPOKOMMEHTHPOBAHHDbIE
JobaeneHne ponu nonb3oeatento - Pons B 10 masn 20197, 12:38 MoareepwaeHo

demo
Nlo6aenexue ponu nonbsoeatento - Pons A U'Mar 2019, 12:33 MoareepwaeHo

MonbaosaTtennckan 3afaqa 3ansneHa peleHseHTom Manager HauanbHuk

Pons A 10 man 2019, 12:33 ObecnedyeHne npejocTaBNeHo
Monbaosatensckan 3ajava HasHaveHa peueH3eHTy Manager HauaneHuk

1AM 9 man 2019, 22:18 ObecnedyeHne npejocTaBNeHo
Monb3osaTensckan sagava NOATBEPX AeHa peueH3seHToM Manager HavansHuk

1AM 9 man 2019, 22:17 O6ecnedyeHune NnpejocTaBNeHo

Manager HavanbHuk NPOKOMMEHTHPOBAHHbIE

1AM 9 man 2019, 2217 (O6ecne4eHue NpeLocTaBNeHo demo

1AM 9man 20191, 22:17 OGecnedenue npefocTasneHo MonbaosaTennckan 3afjada 3ansneHa peleHseHTom Manager HavyanbHuk

1AM 9 man 2019, 2217 (OBecne4yeHune NnpefocTaBNeHo MMONbA0BATENLEKAR 337848 HAZHAYEHE PALIGHIBHTY

ncu.demo.iam_wfaccess_Ynpasnenue_sanpocamu_Ha_focTyn

1AM 9 man 2019, 2217 (OBecne4eHune NnpefocTaBNeHo

3aKpbiTh
1AM 9 man 20191, 22:17 (OBecne4yeHune NnpefocTaBNeHo

9 man 2019, 22:17 (OGecnedveHune npefocTaBNeHo
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YnpaBaiHHA 4OCTYNOM
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Access Manager

cuctemy eanHoro sxoay (SSO) anga Bcix Beb-goaaTtkiB, He3aneXxHo Big Toro, NetlQ

3abeasneyvye KepyBaHHA OOCTYNOM Ha OCHOBI igeHTUdiKkauil Ta 6e3nepebinHy

' ' i ' A M
pO3TawloBaHl BOHN BHYTPILHI Y/ 30BHI. ccess Manager

Access Management

= LleHTpanbHe 3abe3neyeHHA aBTeHTUdiIKauii (Bkoyatoum MFA) _
€anHnn Bxig
[locTyn Ha OCHOBI PU3UKIB (KOHTPOSIb AOCTYMNY Ha OCHOBI CUTYyaUil Ta OTOYEHHS)

depnepaTtmBHa igeHTUikauisa (WS-*, SAML, OpeniD/oAuth)

MoOinbHUM gocTyn

be3s areHTiB

MoxxnusocTi B2C

[liaTpnmye "MNpaBo 6yTn 3abyTnm"
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ABTeHTUdIKaLUiA HA OCHOBI PU3UKIB

KopucTyBay

NpUCTpPIi

cepsicu
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NMopTtan gocryny

Q Company Apps

Tl

Access Airlines

Search
search subtitle: thi: text that
describes the appmark and

& on the tile

One Drive

onedrive subtitie: this is tex
that

and displays based on the tile

PivotLink

PivotLink subtitle: this is text
that describes the appmark
and displays based on the tile

appmark and displays based

eMail

email subtitle: this is text that
describes the appmark
displays based on the tii

VersionOnce
version one subtitle: this is
text that describes the

Favorites

Projects

Box
Box subtitle: this is text that
ppmark and
based on the tile

: this is text that
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displays ba: on the tile

MicroFocus intranet
intranet subtitle: this is text
that describes the appmark
and displays based on the tile

Feedback
ubtitle: thi
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Product Forums

product forums subtitle: this is
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appmark and displays based

Filr
filr subtitle: this
he appmark ai
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Dropbox

Google Drive
google drive subtitle: t
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appmark and

PartnerNet Solution...
arNet solutions sub!

HeItEqwty Applications

Q Company Apps Favorites Projects

s Dropbox

Search Dropbox One Drive
zarch subt

MicroFocus PartnerNet Cloud Service

intranet Solutions Inc.
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& : . . : e
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Company Apps

E Search

" Dropbox

n One Drive

Linux

L Google Drive
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E MicroFocus intranet

PartnerNet Solutions Inc.

Google Drive

Google Drive
a

HealthEquity
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Advanced Authentication

€aunHe pilweHHA ana 6aratogakTopHoi aBTeHTUdIKaUil ANA BCbOro @

NetlQ
Advanced
Authentication

» OpHa aBTeHTUMIKaLIA ANs BCbOro

 Mo0inbHi, HAcTinbHI, BEO -cantn, SaaS _
Multi Factor
I i
» [ligTpnmyloTbCA BCi MeTOaMU

* LleHTpanizoBaHU MexaHi3M NOSITUK
» [ligTpMKa OEKINTbKOX TEHAHTIB
« [ligTpnMKa OeKinbkox opeHaapis

* |HTerpauiga pusukie Ta nocnyr
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Name
Password

%k %k 5k %k %k %k %k k% k%

Hardware

Tokens
Name
login
Password
ESTEITTTIN
Code %
Soc

%o,
-
Pin pad
reader

Name
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Code
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Time-based
One-time Password
(TOTP App)

Name
Password Telco

SMS
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SMS One-time Password

(OTP)

Advanced Authentication

Name
Password \P

*********** ove
N)B

Out-of-Band Authentication
(OOBA App)

Name

Password

FIDO U2F Key

Name

Password

%k %k 5k %k %k %k %k k % k%

Tap card

Card Authentication
(Proximity / Smartcard)

Name

Password

%k %k %k %k %k %k %k k %k *k

Place Finger &

Fingerprint 6‘
(
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Advanced Authentication Framework

BUKopUCTaHHA

IT-infrastructure Access
NPUCTPOI KOPUCTYBaYiB, A4OCTYN 40
Mepexi,cepepis,NPUMILLEHDb

Enterprise Application Access
ERP, CRM

diHaHcK

BiAAaNeHU aocTyn

KiOCKM Ta poboui cTaHLii

Cloud/Web access
Beb Ao4aTKU

Saa$S annikauii
Federated access

Adpyroe
TpaH3aKkuun
Moanuce
busHec gaHHbIe

AyTeHTUdIKaLiA
AQMiHiCTpyBaHHA
JeneryBaHHA

MeToau

Smart Cards
KoHTaKTHi n 6e3koHTaKTHi Cards, PKI cards

Biometrics
Fingerprint, Iris, Vein, Voice

Smartphone
One-Time-Password (OTP), Out-of-Band,

Radius
Cryptocard, Phonefactor, SMS-Passcode ...

Tokens
Software tokens, hardware

Knowledge
MuTtaHHAa, Naponb, PIN

[HLWi

Social Login, federated authentication,
Thumb drive, Flash drive+PIN




Privileged Account Manager

3axuueHnn npmeinenoBaHnn 4ocTtyn Ao obnikoBux 3anucis 6a3 gaHux, nporpam Ta
XMapu.

[o3Bonsie IT-agmiHicTpaTopam npauBaT B cuctemMax 6e3 po3kpuTTs napornis

agMiHicTpaTtopa abo cynepsidopa abo 0b6iKoBUX JaHUX KOPEHEBOro 0OSiKOBOro 3anucy.

3abeasneyvye Oeaneky, ynpaeniHHA NONITUKOK, aHani3 pM3uKiB, ayauT Ta 3BIiTHICTb

» €auHe pilleHHs ansi BCiX npuBinienoBaHnx obnikoBux 3anucis

« [ligTpnMkKa gekinbkox nnatgopm

» 3axuLleHe CXoBuLLEe Naposiem

« [lpuBinenoBaHU KOHTPOSIb CeaHCIiB Ha OCHOBI pU3KKIB

* Po3swunpeHa aBTeHTUMIKaLis Ans npueinenoBaHnx obnikoBmx 3anucis

* YnpasniHHA npusineamun gogatkie Ta APl (AAPM)

NetlQ
Privileged Account
Manager

Secures Usage of
Privileged Accounts



17

Privileged Account Manager

Admin

IT Manager
System Admin
DBA

App
Developer
HelpDesk

Auditors

PAM Framework

KepyBaHHA

) MOHITOPUHT Aain
MonitTnkamm P A

CynepKopucTyBaui
SUPM

3arasibHi 06niKoBi 3anucK
SAPM

RDP SSH

Linux

Database

Telnet

Windows

Application



KoHTposnb goctyny Ta

Details

959cdSb0-Oted-11ea-B1c3-21asalbaseTT COPY 10

) rEvsTRORES (3] KEVSTROKE REPLAY

PAM ACCESS REPORTS

Vied May 27 2020 10:42:15 GMT+0300 (EEST) - Wed May Z7 2020 10:42:38 GMT+0300 (EEST)

ACCESS REQUESTS

ACCESS REQUESTS C
PENDING (11)  APPROVED ( REV ENIED (6 XPI 2

m

RESOURCE REQUEST TYPE ACCESS AS REQUEST TIME Details

AUDIT ID: bc6e9064-9f6d-11ea-8bc6-9db405f8083d COPY ID NEXT SESSION

44.16 A SsH Super User July 25, 2018, 6:55: COMMAND: <rdp> RL-RDP-RELAY

10.204.144.

10.204.144. ) Super User July 25,

1 OVERVEW 2 KevsTRokes 3 screensrots () vioeos

0.204.144.3 RD Super Ut uly 25, , 4:07:31 P! ;

10.204.144 RDP Su; July Video File: Q
bc6e906.4-916d-11ea-8bcs-9db4058083d_0000000001webm [

10.204.144.164 SSH Super User

V.UM Filtered Events

DOM-APP-ACTIVE-DIRECTORY_LDAP APP_LDAP Super User
notepad

SSH (© Create file \\W22\W\C:\\\Users\\\Administrator.NC
U\\\Deskrop\\\\Notepad.ink

pcksh

o " (O Create process C:\\\\Program Files\\\\NetiQ\\\\npu

fsudhiaws.signin.aws.amazon.com/console_aws Super User , 2018, 2:59: \ “C\\Prog QWnpu

PR 32\\notepa

10.204.144.164 SS Super User

Super User ly 25, 18, 2:34: (© Create file \W\W?2A\WC:\\\Users\\\Administrator.NC
U\\Deskrop\\\\Norepad.ink

PREVIOUS SESSION NEXT SESSION X CLOSE
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SECURITY
OPERATIONS

INFORMATION
ARCHIVING

ANALYTICS & MACHINE LEARNING






