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Lli pu3ankn matoTb BapTiCTb

3a nepiog, CiyeHb- YepBeHb 2020, 6yno BUABNEHO....

2,037 oo sucrammeno s vare
27,000,000,000....
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— Source: Data Breach QuickView 2020 Mid Year Report, Risk Based Security, August 2020



CratTnMcTmkKa

80%
Cno»kneayiB 3miHIOBaNU 9 3 % &

NocTayasibHMLA cepsiciB y pasi

Getting struck Experiencing a
by lightning: data breach:

BMTOKy '|'X p,aHVIX KOpMCTyBaL‘”B I'IO,CI,aBaﬂM ,£I,0 Cy,ﬂly Ha
Source: IDC Research (as reported by Varonis) NnoCTayvyasibHUKaA CepBiCy y BU na.ule BUTO Ky .
. 1in 960,000
iX JaHUX

Source: Gemalto Survey (as reported by Tech Wire Asia)

$3.86 M

CepepnHa BapTiCTb HachigKiB Kibep-aTtak

Source: Ponemon Institute, 2020

0 OHie

CepeaHin nepiop,
BUABNEHHA 3/1aMy

Source: Ponemon Institute, 2020



https://techwireasia.com/2017/11/majority-consumers-stop-business-companies-data-breach/
https://www.varonis.com/blog/company-reputation-after-a-data-breach/
https://www.ibm.com/security/data-breach
https://www.ibm.com/security/data-breach
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LLlo Take SIEM?

KomnnekcHa nnatdopma BUABMEHHA Ta aHa/i3y 3arpo3 B PEXXMMIi peasibHOro Yacy, AKa 3Ha4YHO CKOPOYYE Yac
Ha BMABNEHHSA Ta pearyBaHHA Ha 3arposu.
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30ip CraHpaptusauia  36aravyeHHs 306epiraHHA Mowyk Ta aHanis BusaBneHHA Ta
TexHIYHMX OaHuX 3 yCix dopwmaris, 3ibpaHux gaHux 3ibpaHnx gaHnx y 3 BUKOPUCTaHHAM 3anobiraHHs
aKTUBHMX enemeHTiB I T NpoTOoKOsiB Ta BUAY aptedakramu, 3axuLeHHoOMY BUragi 3 TEKCTOBOIO IHCTPYMEHTY 3 B pexumi peanbHoro
iHPaCTPYKTYpW, Taknx AaHnX 3 NPUCTPOIB TakCOHOMiIEIO, komnpecieto 10:1, gke IHTYITUBHUM iHTEpdencom yacy byab-sikin 3arpoasi
ak: Firewall, IPS, Pi3HMX BUPOBHMKIB B NepBUHHOIO 3MeHLUYy€e BUTPATK, HaBIiTb Ta nokanisaujieto YU MOPYLUEHHIO
Cepsepwu, N3, aHTn- 3aranbHONPUNHATUI aHaniTmkoro 3 Ans nor-3anucie 3a

BipycH, ToLLO. dopmar nogin ypaxyBaHHAM feTtaneun OekKinbka pokis

Mepexi Ta 06’exTiB



|:| AsTomaTtusauia 3a gonomoroto ArcSight SOAR

ABTOMATUYHE 36ip O6bmeKyBanbHi
COPTYBaHHA AAHUX Al
e KputnyHictb noail e KiHueBi npucTpoi, Cepsepy, e NAC/MomilLeHHA B KApaHTUH
e KoHconigauis nogin B iHUMAEHTU Mepexa * bnoKyBaHHA Ha piBHi Firewall,
e PoboTa 3 KapTKOK IHUMAEHTY e HR, CKY/] Web-wnto3is, Towo
e SIEM, Nlorm ® biioKyBaHHSA abo BUAANEHHA
e [lporpamHe 3abe3neyeHHA obnikoBux 3anucis
e Xmapwu e ®i3nyHe 6N10KyBaHHA HA PiBHI
CKYL,
® TOWWO*

*iHiujauia abo 3ynMHKa byab-AKOro TeXHONMOTYHOro npoLecy




|:| MpuKknag #1: KomnpomeHTaLifa KOPUCTYBaYa

2.VPN User 5.Simultaneous
' 1.Connect VPN ﬂ Connected VPN connections
—— from IP1, IP2 .
- e p— —_— ArcSight SOAR
4.VPN User
VPN Connected

7 Terminate Both Sessions

Attacker .
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Directory
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|:| Mpuknap #2: BUTOK iHpopmauii

Active
Directory

2.DLP Incident 3.Alert 4.Investigation
Created for SIEM Requested
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5.Collect Endpoint Evidence




|:| NMpuknapg #3: Po3cniayBaHHA QiLLUUHTY

User

1.User Reports

Phishing to

abuse@company.com
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2.Receive Email
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3.Extract all links
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|:| Mpuknag #4: Bsaemopia 3 CERT

National
CERT

1.CERT sends IPs,
Hashes and
URLSs to block

I

2.Receive
Email

3.Extract all IPs,
hashes,
URLs etc.

ArcSight SOAR

5.Block hashes on EPP -

Border Firewalls
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LLIBnaKa peakuia

e

Notification From ArcSight SOAR Inbox

I:I ArcSight SOAR

Recievers: v

Exploit: exploits followed by firewall accepts from
multiple sources to a single destination. Rule is
triggered on you SIEM system. Do you permit/deny
below IP addresses on your Border Firewall @
NewYork device?

212.34.45.32
34.234.21.78
85.67.45.23

Approve

3 Y3roaXeHHAM AN



CtBopeHHsa anroputmis ArcSight SOAR

Workflow Playbook Editor

Playbook Name Lateral Movemen} Investigation

Advanced Playbook Editor

S s

Enrichment

Enrichment

Mode

Incident Search Label

All

Rollback Mode

Incident auto-close

Script language

Enrichmant

Create Conditions

Type
Ar

Permanent (no rollback)

Don't close

Javascript

Parameters

var incidents - atar. incidentSearch().label("High").execute();

i (var index - 0 jindex-incidents.length;index::){
Utilities printCincidentsindex] . getProject() . getName());
print(incidents[index] getSerial();

Properti

Test Playbook

No selected alert source

Close
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Layered Analytics (All)

Layered Analytics

Real-Time

Machine Learning

Search and Hunt  Pariner

ArcSight's three analytics solutions can seamiessly be combined to form a "Layered Analytics” approach. This ‘best of br... Read more
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https://mitre.microfocus.com/

Arcsight — ninpep puHKy IHPopmauinHoi besneku
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