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BAPTICTb ATAK RANSOMWARE

He Tinbkun IT Ta piHaHCOBI 36UTKK, ane 1 imigK KomnaHii

The cost of ransomware attacks: $1 billion
this year
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WannaCry, Petra, and Bad Rabbit
have demonstrated the damage

ransomware can cause.
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AK MOXHO 3AMNOBITTU RANSOMWARE ATALUI TA MIHIMI3YBATWU HACITIAKA

®

O6i3HaHiCcTb KOPUCTYBaYiB (TPEHiHIM), BYUacHa yCTaHOBKa NaTyiB Ha 13 (3 MeHeaKMeHTOM
npouecy), ynpasaiHHa obmiHom daiinis Ta iHwe. (Ane meHe ue He 06x0anTLO)
Mos napadisa - 3axuct gaHux ta PesepBHe KonitoBaHHsA!

BuaaneHHa ransomware nicas 3anofissHHA NOWKOAMKEHHA BaXKo. Y binblUoCTi BUNaaKis
BUAANeHHA iHpeKLii noTpebye NnoBHOI NnepebyaoBmn cMCTEMM 3 OCTAHHLOTO NMEepPEeBIPEHOrO
H6akany.

OCHOBHUMN TEXHIYHUN METOA, KOHTPONA — Lie 3abe3neynTun peryispHe BUKOHAHHS
pe3epBHOro KONitoBaHHA, NPOTE MOX/MBO, LLO YacTUHA BakaniB byae mictutu ransomware.
MoapibHo po3ymitu recovery time objective (RTO) Ta recovery point objective (RPO)
Po3pobuTu cTpaTterito pe3epBHOro KONitoBaHHA — BUKOPMCTOBYHOYM TOMOJOTIHO
36epiraHHs 3-2-1

BukopuctosyBaTu cnewianizoBaHn NPUCTPOI pe3epBHOro KOMitoBaHHA AK YaCTUHY CTpaTeril
3-2-1

BukopucToyBaT noBHM HaKanu 3 Bepciammu—Le 3abe3nedye 4OCTYNHICTb NepPEeBIPEHOro
6aKkany, wo 6ys 3pobneHni ao iHPpikyBaHHA. Ransomware morxke byam CKpUTUM TUKHAMM.



AK MOXHO 3AMNOBITTU RANSOMWARE ATALUI TA MIHIMI3YBATWU HACITIAKA

®

Matoum noBHi 6akanu aasHiwi 3a 30 AHIB NOKPaALLYIOTb BiporigHiCTb
BiAHOB/IEHHA.

MoTpibHO po3ymiTK BaKan-oTo4eHHA—KONM BaKanAaTbCcA cepBepu, He 3abyTu
npo poboui ctaHuji, MK, laptops Ta iHWi KiHYUeBI NpUCcTpPOI

PeaniszyBaTtu 3axmcT 6akany Big 3MiH — He 3abyTn TaKOXK 3aXUCTUTU NiCNA TOro, AK
BOHM 3b6epexeHi Offline Ta off-site.

PerynspHuii Tect (ayant) 6akanis.

KombiHyBaTU MUTTEBI 3HIMKM Ta 6aKanun. 3HIMKM — He BaKanu.,

[eski ransomware 6yaytb HamaraTuca BUMKHYTU niacuctemy 3HimkiB OC Ta
cTepTu BCi 3pobneHu 3Himku (Hanpuknag, Volume Shadow Copy (VSC) Ha
Windows). Tomy BUKOPUCTOBYEMO iX Pa3oM — 3HIMKW A5 LWBUAKOIO BigHOBNEHHS,
H6akanu — 4NA AOBroCTPOKOBOTrO BiAHOB/IEHHA MicnA KaTacTpood.

1 |



3/1INKIB TA PENIKALIT HEAOCTATHBO 419 3AXUCTY Bl RANSOMWARE
(HO € HIOAHCU®)

Failures and business contingencies

i i Data center outage Malware )
File File Hardware and g and Retention
loss corruption latform failure ) compliance

P P power failure ransomware P

System replication or

Primary storage — primary storage —
< SNAPShOLS* e replication
< Disk backup >/
Secondary
storage < Tape and cloud archive

*Only for recent file loss or file corruption

1
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CUSTOMER EXAMPLE: CYBER-ATTACK
And how HPE Virtual Lock saves your data

—
]

==
®

1. Your HPE Primera creates scheduled
read-only Virtual Lock snapshots with a
certain retention time

2. Attacker logs in with stolen admin rights
3. Attacker deletes all backups

4. Then attacker installs ransomware that
encrypts all online data

5.While your online and backup data is
lost, the Virtual Lock snapshots remain
unencrypted and can be restored

1

4
Ransomware _Production
infrastructure
: Encryption
OS/Hypervisor

©,

Scheduled
snapshot
creation

Backup |= D
server | 4
8 i Production data
____________________________________________ on Primera
e |
e
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A0 PEMI:
SNIMKAU TA AEAYNNIRALIA MOKYTb AOTNMTOMOITU BUABUTU MNMPOLLEC
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THE 3-2-1 RULE FOR BEST PRACTICE DATA PROTECTION

Protecting data against any failure..wherever it lives

3-2-1 best practice: Three copies of data, two copies on
two different types of media, one copy off-site

On-premises

First copy on Second copy on disk backup
primary storage appliance

Off-site
Third copy on another disk Optional: Copy to tape (archive
backup appliance and compliance) or cloud

10



HPE SOLUTION OVERVIEW FOR DATA PROTECTION AGAINST RANSOMWARE

On-premises

3-2-1 rule

Have three copies of data

9 Store on two different media types

Private Public

0 Keep one copy off-site ;

HPE Nimble/Primera/Alletra snapshots

Application Data <
Backup/Recovery
1 0 0 Software
VM VM VM OR HPE StoreOnce Catalyst = HPE
| | | > StoreOnce
Integrates with backup and recove
. HPE RMC scgftwa%e as well as nativ% database draxta
Hypervisor protection tools)
On-premises On-premises
O Snapshot = -9 P

‘ HPE Cloud Bank Storage for
StoreOnce

Services

A%A HPE Pointnext and partners Consulting,

@y support, and education

HPE Financial Services
@y Flexible capacity and technology refresh

1



HPE STOREONCE GEN4 + PORTFOLIO

|
5660
- 1.
. |
= ¥ - 1

0 x 8TB in header unit 3.2TB MU SSDs in the header unit. 6.4TB MU SSDs in the header unit.

. Scalable to Scalable to Scalable to
VSASENIES 2 JBODs with 8T8 HDDs 4 JBODS with 16TB HDDs 8 JBODS with 16TB HDDs
Scalable from 4TB to
500 TB usable Scalable from 56TB to Scalable from 144TB to Scalable from 144 TB to
200TB usable 576TB usable 1.1 PB usable
25TB/hour Catalyst 60TB/hour Catalyst 105 TB/hour Catalyst

—

: | 12



HPE STOREONCE CATALYST DENIES ACCESS TO BACKUPS
Example: Veeam backup and recovery software

Benefit: Your backup repository is protected against viruses

Production virtual
infrastructure Backup repositories
M [{vm || vm || vm Local disk Oracle VM.vbk
> SQL.VM.vbk
DC.VM.vbk
Hypervisor All restore points are lost !
NAS share Oracle.VM.vbk
. . SQL.VM.vbk
Veeam Veeam | Veeam \\NAS\Backup DC.VM.vbk
server proxy gateway All restore points are lost !
Oracle.VM.vbk
SQL.VM.vbk

All restore points are HEALTHY !

Access is denied to virus—repository is visible
only using Catalyst API



CATALYST DATA IMMUTABILITY

« Catalyst stores can be configured with a data immutability period

« During the specified period, the backup applications accessing the store cannot delete backups that have been retained for less than this
specified period

« This provides additional protection against malicious or unintended backup data deletion when different people are serving as backup
application administrator and StoreOnce system administrator

Security Settings
Store Encryption
Not Licensed
D&;ableo | - 7
Diats Smmutabilty Retention
: 30 —_ +
Days

Cherrt Password Policy

SHA-1 v




STOREONCE CATALYST AND RMC INTEGRATE WITH APPLICATIONS
AND BACKUP SOFTWARE

I
. Backup ISVs ¢ o App plug-in ¢ o Snap and Express Protect ¢
Micro Focus  Veritas Veritas BridgeHead  Veeam Oracle  Microsoft ~ SAP . . . ,
Data NetBackup  BackupExec  Software  Backup & RMAN sQL HANA VMware  Any* M'CSrOT_Oft File Persona” oy 501 SAP HANA EAX'ELZZOE
Protector Replication Q 9
Application
server
Catalyst Catalyst Catalyst
Media
server/
agent Catalyst OST OST Catalyst Catalyst
Primary
arrays ’
3PAR/Nimble/Primera
e . *Crash consistent
§ s ¢

StoreOnce '{:7

o VSA

StoreOnce / VSAin
: Microsoft Azure

Catalyst




CATALYST COPY AND REPLICATION

o Catalyst Copy
- Is a way of making copies of specific Catalyst items between Catalyst stores

« Can be directly controlled by the Catalyst Copy Utility or by backup software that supports Catalyst Copy

—-When supported, backup software is aware of all copies and manages lifecycle of all copies; for example, allows local
backups to be managed independently from remote copies

« Uses StoreOnce deduplication to significantly reduce the amount of data that needs to be replicated
« Can be performed over 1/10/25 GbE networks (CoETH) or over Fibre Channel (CoFC)

« Supports a range of flexible configurations that enable the concurrent movement of data from one site to
multiple sites
—One to one, many to one, and N-way copy (many to many)

« Can cascade data around the enterprise (multi-hop)

Branch Office A I'_Q_'l Main Office LQ_" Branch Office B
_ : ¥
ok ud B B g Copy al
o g S — C)
= S — ———— Backup
< < 7 <




RMC RESTORES DATA QUICKLY AFTER A RANSOMWARE ATTACK
TO MEET STRINGENT RPOS AND RTOS

Recover at the speed of flash by  : 15x faster restore*
: only sending unique changed data  :

: from StoreOnce to array

S— . Shni® @

: : =\ din)
Deliver on SLAs with 15x faster H® \e (\ *')
recovery* than traditional backup t-2l-s
applications KN

2] c )
e erarasrerassesassassasassarassransannarann - on
: Reduce cost and complexity of @ (’ ')
: traditional recovery approaches
with direct restore from 3PAR to RMC reads only the backup differentials from StoreOnce and moves
- StoreOnce : only the changed blocks from StoreOnce to a target snapshot on 3PAR

*Compared to traditional server-based backup environments

: | 17



HPE RMC AND HPE CLOUD BANK STORAGE
Optional cloud backup

ggpﬁ%&g 5\ Economic
Low-cost, scalable, long-term retention
Ko il Microsoft
¢&2 SCALITY s < i
icien
@ C@/ Ability to send, store, and retrieve only unique data
for lower TCO
@)
@)
« o} Flexible

@ Automated, native tiering of backup data to the cloud
platform of your choice

Retain 100 PB! + data from $0.001/GB/month? ° Secure _ _
Simple, encrypted, and reliable cloud disaster recovery

1Assuming dedupe ratio of 20:1 and the maximum logical capacity of StoreOnce 6600 of 34 PB
2Assuming dedupe ratio of 20:1 and AWS (S3) standard object storage pricing of $0.02 per GB per month

1 |



ZERTO CONTINUOUS DATA REPLICATION+AUTOMATED DISASTER RECOVERY

___Simple deployment Powerful and resilient
No downtime install in minutes Scale-out, compression, throttling
Production Site BC/DR Site
|
>5 Mbps

= . One-To-M e Nes
8@ (3] 3 (D]

11 [ J1-C] -] -]
| Noimpact protection and testing Continuous Data Protection |

Block-level, no snapshots, no agents Checkpoints in seconds, recover any-to-any



ZERTO JOURNAL-BASED RECOVERY

Rewind and recover from any point in time

30-Day Journal

17:26

12:30 |
Ransomware

Snapshot :

- e Y

Checkpoint
17:25

2 - L

Sites Apps VMs Files




ZERTO JOURNAL-BASED RECOVERY

Checkpoints

* Simply rewind to any point in time

Protection against logical failures
— Not just disasters

Recover from seconds ago

— Not the last backup or snapshot

Application consistency
— With write-order fidelity

Recover multi-VM apps consistently

ctober 1G

— Down to the second




ZERTO ELASTIC JOURNAL - ARCHITECTURE

Production Site Replica Site = Repository

. . 1% 113 13

feasac
fasCan

adannngnnd -

C1-C C1-C C1-C C1-C

= E = = = E

Long Term Retention Repository

Block-level, no snapshots, no agents CBT-based, no snapshots, Scheduled o

NFS, SMB, purpose built backup
appliances such as HPE StoreOnce



COHESITY - REDEFINING BACKUP AND DATA MANAGEMENT

Production Hybrid & Multi-Cloud Disaster Recovery
Virtual Physical Servers Databases NAS Virtual Physical Servers Databases NAS
é‘tf?i’ >, ~ . - "" R St | N -

Efficient Cost Effective

Immutable Scalable

1
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COHESITY’S APPROACH TO ANTI-RANSOMWARE
~~ARCHITECTURE MATTERS

1 DEFEND BACKUP 2 DETECT 3 REDUCE DOWNTIME

 Immutable backup » Machine learning-based detection  Machine learning-based

* WORM (DataLock) recommendation

* RBAC/MFA « Discover vulnerabilities (CyberScan)
« Encryption framework * Restore at scale

» Dataisolation



CTERA - MODERN DISTRIBUTED FILE SERVICES

HQ s
(72N
® L ﬁa
e . SMB/NFS - )
e Unified Solution for HQ, Home folders . caching o s owors
. VDI Workspaces . Qi
ROBO, Roaming Users & VDI [ : Q\/'ruclrt]'ivsi:]tgswc
* Replaces Legacy NAS & S
obal rile
Backup Systems ROBO 1 System
& Public (S3)
* Perfect for VDI File Storage SMB/NFS . Multi-Tenant
\H/grlnvc\e/foll(ders - Caching Filer anagemen
orkspaces . Qi
* Scalable to Thousands of %) s ~ ==
ctera rivate
Sites & Users ‘
° MaXim um Secu r|ty ROBO 2 Roaming Users / VDI's
i
* Centrally Managed SMB/NFS .
Home folders - Caching Filer |
% VDI Workspaces . Multi-Site Sync

+ Archiving l_'Ll-| l_'Ll-| |_'I:_|-| l%l

1



SELF ENCRYPTING DRIVES IN STORAGE AND SERVERS

Encryption keys

Self-Encrypting Drives contain special firmware and an ASIC that provides encryption.
The ASIC on the drive provides for full interface speed encryption so there are no data delays.
The drives are Closed Encryption Devices

Each drive has it's own encryption key that never leaves the drive, but can be changed

The drive exposes an open interface (datastore) for authentication key management which is handled at the array
level

All data on the disk is encrypted (full disk encryption)
Uses AES 256 encryption standard

Enables instant and secure erasure of the SED (cryptograpic erase)
Accomplished by changing the drive encryption key rendering the data unintelligible



SELF ENCRYPTING DRIVES

~ 256-bit Data Encryption Key (created within the SED)

.fd339a3ee 5e6b4b0d 3255bfef 95601890

Operation Interface Transfer

WRITE User Data

l/

I The quick brown fox jumped over the lazy dog

READ @er Data

Media Transfer

\

Encrypted Data

Self Encrypting Drive

I 3b0c442/(98fc1c14 afbfics 996tk

From Media




CEPBIC DMR — DEFECTIVE MEDIA RETENTION

e [1INCKM Ta, ONLIOHANbHO, iHLWI HOCIi IHPOPMaLiT 3aAMLWAOTLCA Y BAC NICAA 3aMiHM.
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HYOMY HPE 014 BOPOTbEM 3 RANSOMWARE?

Secure

Operating
system

LOCKY

Secondary
storage

StoreOnce with
Catalyst

77
|

Simple

ISV and app integrations
RMC and StoreOnce Catalyst

vimware ORACLE ETCANA
& gﬁi_ Server B" Microsoft  apps using VSS

veeam CERERE VERITAS

Management integration

RMC and 3PAR SSMC |
HPE PRIMERA HPE Nimble**

Fast

=

15x faster restore*

Minimal application
impact

Move to object storage
(on-premises or cloud)
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VasylVizgin@hpe.ua
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