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IT (Information Technology) Ta OT (Operational
Technology ) B MuHYynomy

In the past, OT was ...

= Disconnected from IT

= Run on proprietary bridged control protocols
= Run on specialized hardware

= Qut of sight, out of mind
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Cy4yacHuu ctaH: be3ne4vyHa B3aemogpgia IT and OT

IT and OT Convergence
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Hardened Security Appliance
Network Segmentation

Access Control (Device, User)
Secure Wireless Access

ICS Protocols for Threat Prevention



PiweHHA Fortinet gna saxucty OT




1. Po3ymieMo npomMmucnoBi ctaHaapTu Ta iHpopmMauito -

FortiGuard Industrial Security Service Wap 2021
ICS/OT npotokonu — 1800+ gopatkiB (Application Control) Ta 300+ IPS curHartyp
(EIA/CEA-852) < GE SRTP (GE Fanuc) * Modbus TCP / MOXA Modbus RTU 3 » SafetyNet p
* HART-IP * MOXA » Siemens S7, S7Plus, LOGO
1 « HL7 * MQTT « STANAG 4406
/ RealPort DNP3 « IEC 60870-5-104 (IEC 104) 3 * MTConnect « STANAG 5066
NET Lite * [EC 60870-6 (TASE.2/ICCP) * Net C/X (Digi RealPort) « TriStation
v 90 * |[EC 61850 MMS * Niagara Fox * Vedeer-Root
* Emerson DeltaV * [EC 61850 R-GOOSE * OPC Classic (DA, HDA, AE)
* Ether-S-Bus « |EC 61850 R-SV *« OPC UA

[etanbHa akTyanbHa iHpopmauia Ha fortiguard.com
FortiGuard Industrial Protocol Coverage

Application Intrusion
Control Prevention
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http://www.fortiguard.com/appcontrol?category=Industrial&deepapp=

' paHynboBaHa iaeHTMdIKaLIA Ta po3ni3HaBaHHS
iHOYCTPianbHMUX MPOTOKONIB, 3anodiraHHA BTOPrHEHHAM

2 ®- Le l admin -~

Signatures x
X Category: Industrial © Add Filter * m Cloud L] L [
Name = Category Technology Popularity Risk . A p p I I C at I O n S I g n at u r eS
IEC104.ASDU Industrial Network-Protocol
IEC104.1000-1500.Information.Transfer Industrial Network-Protocol
|EC.60870.5.104_CF Industrial Network-Protocol [ .
# Vedeer-Root. ATG. Access Industrial Client-Server (] B M 3 H aq e H H g I HﬂyCTp I an b H MX
@ Synchrophasor_Header.Frame Industrial Client-Server [
@ Synchrophasor_Data.Frame Industrial Client-Server [ A
@ Synchrophasor_Configuratior 1 I-I pOTO KOJ-I I B
@ Synchrophasor_Cenfiguratio: @ Synchrophasor_Data.Frame L
@ Synchrophasor_Configuratio: - g O 0 a
@ Synchrophasor_Command.Fr{ 1D 44997 [ [ ) rpaH J-IbOBaHa IﬂeHTM ¢I Kaulﬂ TM rII B
@ Synchrophasor_Command.Fr{ Summary  This indicates detection of the Synchrophasor Data Frame command. - y
@ Synchrophasor_Command.Fr; ]

Synchrophasor Protocol is a transmission format defined by IEEE C37.118
@ Synchrophasor_Command . N |

e & % FortiGate 140D-POE. FG140P3G13800160 e BusHayeHHsa Ta Ke PyBaHHA W hitelist

@ Synchrophasor_Col

@ Synchrophasor_Cor 1 Fayorites >~ NewlPSSensor < )' I I I\ 4

@ Synchrophasor_Cot & Dashbosrd I-I ITM Ka M
ashboar >

@ Synchrophasor ] Name Industrial_IDS

@ STANAGS066 x4 Secyrity Fabric >

Fmn TN Bl * MoxXnuBiCTb CTBOPEHHA BNacHUX
curHaryp

@ Siemens.S7.1200_L + Network
= Siemens.57.1200 L

% Siemens.57.1200 C % System > IPS Signatures
;iiemensfgéﬁ:g\f & Policy & Objects > T Adlseo & Delet
iemens.| ! Ignatures  Delete 1
B SemmrlocO V6] @ SeariyProfles e Packet Logging
EZ Siemens.LOGO_Log Name Exempt IPs Severity Target  Service 0S Action | Packe:
i = AntiVirus i i .
E= Siemens.LOGO_Col 7-Technologies.|GSS.ODBC.Server.Memory.Corruption 0 TCP Windows (JJ Default ©
EZ Siemens.LOGO_Chi  Web Filter I .
S Siemens.LOGO_Ch e 7-Technologies.|GSS.Opcode. Handling Remote Code. Execution 0 Tcp Windows JJ Default © L M O}I(n M BI CT b S O u rce Q u arantl n e
= LoGo ilter
,I_E‘_mf_r:?,,_ [— - 7-Technologies.|GSS.SCADA System.Directory.Traversal 0 cp Windows (JJ Default @
Application Control
[ — & 7-Technologies.| GSS.SCADA System.Memory.Corruption 0 TCP Windows (JJ Default ©
SSL/SSH Inspection 35-Smart.CODESYSWeb.Server.URI Stack Buffer.Overflow 0 TCPHTTP  Windows (JJ Default @
Web Rating Overrides ABB.Multiple.Products.RobNetScanHost.exe.Stack Buffer.Overflow 0 uDP Windows J Default ©
Web Profile Overrides AdvantechWebAccess.HMI.SCADA.Software XSS 0 TCPHTTP  Windows (JJ Default @
Custom Signatures 35-Smart.CODESYS.Gateway.Server.DirectoryTraversal 0 TCP Windows \JJ Default ©
gVPN » - . . - - - - . - —_———— P - - - -

OK Cancel
& User & Device > v _ ance
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2. Bmiemo npauroBaTtvi y BignoBigHUX yMOBaXx
Rugged Solutions — NGFW, komyTaTtopu, AP

3axuueHi MixmepexeBi ekpaHn NGFW - FortiGate Rugged Series

; e :F ——
1KII_'-- 1I ‘ e @ © o ) 5 g Py e .
o Industry Certifications
FGR-30D FGR-35D FGR-60F FGR-60F 3G4G
e [P20, Indoor Use e |P67, Outdoor Use e |P20, Indoor Use e |P20, Indoor Use
* Dual power input * Industry Certified SoC4 Powered SoC4 Powered

By-pass port
Industry Certified
Embedded 3G/4G/LTE

By-pass port
Industry Certified

* Industry Certified

N

Y
X A
Swi %E'ﬁ???ﬁ -,
FortiSwitch Rugged FortiSwitch Rugged FortiAP Rugged 234F FortiAP Rugged 432F ATEX EAL4+ LIAN
112D-POE 124D Internal Antennas External Antennas
IP30, Indoor Use . IP40. Indoor Use + IP67, Indoor/Outdoor Use * IP67, Indoor/Outdoor
’  POE Powered Use

Dual power input Dual power input

DIN-rail or wall-mountable . Rack-mountable Ceiling, T-Rail, and Wall- ~ * POE Powered

* Ceiling, T-Rail, and

PoE and PoE+ capable Industry Certified mountable _
Industry Certified  Industry Certified ) :/r\]/(iznr;ug;?tti)fliid

© Fortinet Inc. All Rights Reserved.



3. Ekocucrtema TexXHOsnoriyHMX arnbsAHCIB Ta NapTHepiB

TEXHOJOIMYHI ANbAHCH / BANIOOBAHI U3AUHU

Bupo6Hukn cuctem aBTomaTu3auii Ta KOHTPOJSIHO MobGanbHi napTHepy

AnbsHcuU TexHonoriyHi npoekm |
HWEITZER H lett Packard ch L’["”"”] Buker3 . .Q .
ABB (GCED:Emm:, — Heereed O O Hughes 1 *Systems
- & () HIRSCHMANN Orange ==== /)) :
' o HCL : === Johnson ) Cognizant
EMERSON RLEE Cyberdefense === = Control
SCIéI‘IIEleeIgﬁIC‘ ontrols
YOKOGAWA y
Rock T > V‘ﬁmldWldeTechnoIogy Inc. "' P ;-j[hriﬁ;n
SIEMENS | @ Rogkwen Honeywell pyor accenture AUOS

TEXHONOIYHI NMAPTHEPU

Buaumictb aktuBiB / 3anobiraHHs 3arpo3am

Onepauii, OpkecTpauisa, ABTomaTusauis

ﬂl\ﬁi NOZOMI CYB=R . OTORIO splunk> <)
o A% et i FORESCOUT
DRAGGS % i % pgst, ]
_ cory rubrik radifow  [3700]
OIII]IIETHIHL_IIEFEN[IEH -—.:? SCADAFfence @ Sﬁi—g}:@@x BACKBOX
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4. BignoBIigHICTb IHAYCTpiaNnbHUM CTaHOQapTaM Ta

KpalMM NpakTUKam

INFORMATION SECURITY MAMAGEMENT SYSTEMS

SR\
ISO
NS

ISO/IEC 27001:2013

ISO 27001 IEC 62443
Information Security Cybersecurity
Management System Standards

(cepia cTaHOApPTIB 3aXMCTy NPOMUCIIOBUX
KOMYHIKaUIHNX MepeXx)
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CYBERSECURITY
FRAMEWORK
VERSION 1.1

e
;
)
Q

NIST
Cybersecurity
Framework
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BianoBIgHICTL perynaTopHMM cTaHpapTam

X %

NERC NERC CIP ** ¥ NIS-D
]

*
J enisa |
NORTH AMERICAN ELECTRIC

RELIABILITY CORPORATION *
.*‘
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net Security Fabric

I

ABTOMaTn3oBaHi 3acobu 3
BUKopuctaHHam LI LleHTp kepyBaHHsA
Fabric
Management
Center

——{— Endpoint Security
(6esneka

npucTpoiB)

—+— Breach Prevention
(3anobiraHHa 3arposam)

— Incident Response
(pearyBaHHA Ha iHUMOEHTW)
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KepoBaHicTb

Proxy

axmcT 3arpo3am
(Threat
Intelligence)

O

IHTerpoBaHicTb

Tokens Proxy

Tester
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IEC 62443 BianoBigHa apXxiTeKTypa

30BHilLHIN IHTe pHeT
Level External
Internet

Level5
IHTepHeT aeminiTapy3oB aHa 30Ha

Internet DMZ
Enteprise
Corporate Environment

Level 4

30BHilIHA KOpNopaTUBHa Me ()
External C).O
Enterprise LAN

Corporate Environment

Level 3
[eminiTapn3oB aHa 30Ha
Operational DC DMZ
Management Zone

Level 2
30HM KOHT POt Ta CermeHT aLii
Supervisory Zone

Levell&Level O
[MpomucrioBa mepexa
Control Netw ork

Bus Netw ork

Internet

Internet ISP B
BPA(f"{;))

——
Remote User

[e] [

Remote Vendor

Web [—= Em ail % FortiProxy FortMail
_E_I Servers Servers
Troru 53
FortiGate
. L . FSSO .
Business Authentication Services Enterprise O
Servers = & Domain Controllers E Desktops.o.
= Ogd ©
— - [ =
FortiSwitch/
0 R
FortiSIEM FortiSandbox  FortiManager FortiAnalyzer FortiAuthenticator FortiProxy

k)
FortiGate

5

F S e

.8 — .O .
O, — @) [ ®
Il — |
Historian Application Engineering Engineering Operator
ServerZone ServerZone ServerZone Work Station Zone WorkStation Zone
——

FortiSwitch/
FortiNAC
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FortiGuard Threat
Intelligence Service

EXTERNAL
INTERNET
Fortinet
Security
Fabric
e
FortiClientEMS DC/FSSO

30HM KOHTPOSIO :
.0. ®disyyHa TaBipTyanisoaHa
0.0 (noriyHa) cermeHT auis
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ecurity Fab

€Hb Ta KOH

Fabric Connector

SIEMENS
Iha.mf‘y-ﬂnruft

ARISTA splunk> TR

Fabri

aws

avig ) Google Cloud ({) HashiCorp =. Microsoft s gpenstack. ~ORACLE ANSIBLE [Eﬁ] refactr vmware

AZU re Automation

Integrations with threat sharing initiatives and other vendor technologies

Extended Ecosystem

CYBER Endpoint
Fi Il Switchi Wirel .
m&%@g’ ‘“ITRE irewalls witching ireless Security

Figures as of March 31, 2021

Note: Logos are a representative subsetofthe Security Fabric Ecosystem



