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IEC 62443

IEC TS 62443-1-1 IEC TR 62443-1-2

terms and abbreviations

Master glossary of
&

IEC 62443-1-3 IEC TR 62443-1-4

System security IACS security lifecycle
conformance metrics and use-cases

§o
S

IEC 62443-2-1

IEC 62443-2-2

Security program
requirements for IACS
asset owners

Policies and

IEC TR 62443-2-3 IEC 62443-2-4

Security program
requirements for IACS
service providers

IEC TR 62443-2-5

Implementation guidance|
for IACS asset owners

IEC TR 62443-3-1

Security technologies

for IACS and system design

System

Security risk assessment!

System security
requirements and
security levels

v

IEC 62443-4-1 IEC 62443-4-2

Secure product Technical security
requirements for IACS

development lifecycle
requirements components

2. Policy & Procedure

3. System

4, Component

Scope of the IEC 62443 standard

1-1 Terminology and concept

1-2 Master glossary

1-3 System security compliance metrics
1-4 1ACS security lifecycle and use-case

2-1 Requirements for an IACS security
management system

2-2 Implementation guidance

2-3 Patch management

2-4 Installation and maintenance

@ Apply to Asset Owner

3-1 Security technologies for IACS

3-2 Security levels for zones and conduits
3-3 System security requirements & levels
@) Apply to System Integrator

|4-1 Product development requirements |

4-2 Technical security requirement for
IAGS components
@ Apply to Gomponent Supplier

OCTY EN IEC 62443-4-1:2019 be3ne4yHicTb cuctem NPoOoMMUCNOBOI aBTOMATU3ALiI Ta KepyBaHHA. YacTuHa 4-1. Bumoru
D0 YXUTTEBOIO LLUKANY po3pobneHHA 6e3neuHoi npoayKuii (EN IEC 62443-4-1:2018, IDT; IEC 62443-4-1:2018, IDT)



IEC 62443-3-2 Security risk assessment for system design,
CermenTauma PERA (Purdue Enterprise Reference Architecture)
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518 noctaHoBa KabiHeTy MiHicTpiB YKpaiHu
[Mpo 3aTBEpAKEeHHA 3araNbHUX BUMOT A0 Kibep3axncrty ob’exTiB
KPUTUYHOI IHPPACTPYKTYPU

e 30BHIlWHA 30Ha (DMZ-zone)

e 30Ha MNPUKNAOHMX 3acTOoCyBaHb OO’€EKTa KPUTUYHOI  iHPOPMALINHOI
iHOpacTpyKTypn 06’eKTa KPUTUYHOI iHPpacTpyKTypu (APP-zone)

e 30Ha cxoBMW, AaHUX OO’EKTA KPUTUYHOI IHPOPMaLiINHOI IHPPACTPYKTYpU
06’eKTa KpUTNYHOI iHPpacTpyKTypun (DB-zone)

e 30Ha NPUKNAAHUX 3aCTOCYBaHb cuctemm besnekun (Security-zone)

e TectoBa 30Ha (Test-zone)
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https://www.linkedin.com/company/1861056
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