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Industrial Cybersecurity. Simplified.
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Internal Segmentation

Micro-Segmentation

Network Segmentation
Beyond ICS Detection

Backbone Network Control System Network Field Bus
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TXOne KnroueBble BO3MOXKHocTKU: TXODI™
-TXOne One-Pass DPI for Industrial

IT-OT DNA Integration
Visibility ]
Control & Protection
Low Latency

p Device Identification

One-Pass h(spection

Protocol and Function
Identification

Intrusion Prevention
and Virtual Patch
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f::} Behavior Learning

Latency
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Gatekeeper IPS

ms=— TippingPoint Threat Protection System

Block malicious traffic
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T Centric solqtion
L4/L5/DMZ Protection
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APT Prevention

Deep Discovery Inspector
Network-Wide Detection of Targeted Attacks

Installation-less malware scanning tool

Trend Micro Portable Security 3
Periodical Health-Check Process

Lockdown Mission-Critical Assets
Trend Micro Safe Lock TXOne Edition
Safe run with AWL (Applications Whitelisting)
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Industrial Central Management Console

OT Defense Console
Plant defense field management

Industrial Next-Generation Firewall

EdgeFire
Secure network segmentation

LRI

loT Gateway

OT centric solution v'for Shop Floor

Industrial Next-Generation IPS
EdgelPS

Cell segmentation for critical assets protection

Cell to Zone Segmentation for

- Secure endpoint SDK for loT device makers
Trend Micro loT Security
Secure low resource devices

Secure







Current

Roadmap

Integrate with Trend Micro
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Managed XDR Service

SIEM SOAR

Security information
and event
management

Security Orchestrati
on, Automation and
Response

Reference Video https://www.youtube.com/watch?v=TG8GFI41Eps

XDR Service

== Detection
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https://www.youtube.com/watch?v=TG8GFI41Eps

Asset Visibility Management

SIEM platform partners TXOne ODC ICS detection partners

{fp NOZOM! - DRAGOS & A
SAFEGUARDING ZATIC CLADOTY o et ek

== ArcSight< splunk:

Radar An HP Company

CEF, LEEF

O user configure the ODC IP address on
3rd-party products

ODC admin configures the syslog settings:
- server address & port

- protocols: TCP/UDP 4 5
_ format: CEF/LEEF @ 3"-Party product notifies ODC to block

nodes or links via RESTful APIs

- facility level
- log level € Once confirmed, the blocking lists will be
- log types added to the Edge devices
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