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Muposomu Jinpep Kubepb6esonacHocTtu
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Rely on Palo Alto Networks
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in Enterprise Security
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MNPOBOE NPU3SHAHUVE BEAYLLMUMUN AHATIUTUKAMU N TECTAMMU:
NGFW, NGIPS, DataCenter FW u Breach Detection System

JInpep Gartner Magic Quadrant
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Figure 1. Magic Quadrant for Network Firewalls
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PekomeHgoBaHoO no MHOXeCTBY TeCTOB
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Jinpep B The Forrester Wave™: Enterprise Firewalls Q3’20 Report

FORRESTER

e AHOHcupoBaH JIMOEPoM B penTuHre The THE FORRESTER WAVE™
Forrester Wave™: Enterprise Firewalls Q3 e Frevals
2020 Report strong
Challengers Contenders Performers Leaders
e [lony4yu HaUBDbICLUYIO OLLeHKY B " it
KaTeropumu Ctparterus / // "

e [lOfly4Mn HaAUBbICLUYIO BO3MOXXHYIO
oueHKYy B 17 kputepusax, Bkiodasa IDS/IPS,
yao6CcTBO Mcnonb3oBaHma, threat /
intelligence, aBToMaTUYeCKUW aHaNM3 , ,
3noBpegHoro Mo, ICS/OT/l1oT

“Enterprise security buyers with a preference for a singl
solution vendor should look to Palo Alto Networks to
enable their SOC staff and security program.” conen

offering

Weaker strategy P Stronger strategy

--The Forrester Wave™: Enterprise Firewalls Q3’20

Market presence

.@@@@

158796 Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.




NpuMmeHeHune NGFW ang 3alumThl
npoMbillsieHHbiX (ICS) ceTen



Knbep Atakm Ha Kputnueckyiro MHPpacTpyKTypy

Crashoverride (W) NotPetya

./
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134Mcredit ' .
cardsstolen  Havex - - @ b +
= Cybercrime
- 600M predicted to reach
Flame (Malware, Worm) / New Malicious $6 trillion annually
/ programs by 2021
Stuxnet(Dugu, L registered
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Conficker DUQU (Malware, Worm) | " to ICS-CERT;
(Worm) From 2009 - 2014 97 Critical
A number of incident Manufacturing;
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_ m ]
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Cno)xHoctu co CtapbiMu NMopaxopamu K Kubepsawmrte B OT

MnAannueTANHKIA TNATAKNANRKI RRICAKN-KACTAMIAJMANNARAHHB|E

PerynatopHble TpeboBaHUA:
NERC CIP




Hamnbonee TpagnumnoHHana Npobnema - Nnockaa ceTb
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ISA 95/Purdue Model Security Recommendations
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UTtO ecTb B ycTpouctee NGFW

. Protect unpatched & unpatchable systems from
Th reat Prevent|0n: known & unknown threats to ICS & SCADA

Secure network access for mobile devices in OT

GlobalProtect: E.G. maintenance laptops, tablets, HMls

| | Quickly detect and stop 0-day malware
Wildfire: |.E. the next Black Energy, CrashOverride, Wannacr

Safely enable internet access from OT

URL Filtering: E.G. to vendor support website

. . . Safely enable internet access for OT support staff an
DNS Fl|ter|n8- protect supply chain

4y paloalto



IPS curHatypbl gnsa ICS

SCADA ICCP Unauthorized MMS Write Request Attempt

Tconics Genesis SCADA CSService Integer Overflow Vulnerability

Threat Name

\ SCADA ¥CCP Unauthorized MMS Write Request Attempt info-leak
B SCADAICCR QT Disconneck Rrotoeo? Firof Modbus Server Information Fetch Attempt
\
Product-Specific \  SCAOAMadbossererTTomton Fech At —
\ GenBroker SCADA CSService Buffer Overflow Vulnerability overflow
\ SCADA ICCP Invalid OSI SSEL Refuse PDU info-leak
\ Iconics Genesis SCADA CSService Integer Overflow Vulnerability overflow

Ve o Feconink SCOAVRN Sener 2 DNP3 Stop Application Attempt

\ SCADA DNP3 Stop Application Attempt info-leak
\ Siemens Tecnomatix FactoryLink SCADA VRN Server Multiple Buffer Overflow overflow
\ Vulnerability
\ Galil RIO 47100 PLC Denial of Service Vulnerability = — — = = = — » Gail RIO 47100 PLC
\ SCADA ICCP Invalid OSI PSEL ACSE Abort Message TInToFIEaK
\' SCADA DNP3 Broadcast Request Attempt

34695 } Iconics Genesis SCADA CSService Integer Ovet (5alil RIQ 47100 PLC Denial of Service Vulnerability
. 3 F - H_ SCADA DNP3 Warm Restart Attempt [info-leak
Siemens T matix __M_EL ink TT==a ~  Siemens Tecnomatix FactoryLink SCADA VRN Server Multiple Buffer Overflow overflow

Vulnerability
31674 SCADA ICCP Unauthorized MMS Write Request Succeeded info-leak
34676 Clmmn e Temn b Emiebm i Snls EORTNA P i sl P s T st Uk b baitis | ki msamim b
I CS & SCA DA 36925 CVE-2011-1564 IEC-104 Interrogation Command Type-identification Unknown Found
z ¥ IEC-104 Interrogation Command Information Object Add: Unknown Found info-leak
Schneider Electric ClearSCADA v\ RealFlex RealWin Buffer Overflow Vulnerability code-executl.
55034 - S 1EC-104 ion Cx Type-identification Unknown Fou info-leak
34696 N ~ Iconics Genesis SCADA CSService Integer Overflow Vulnerability overflow
CVE-2014-0779 S ~ Schneider Electric ClearSCADA OPF File Parsing Denial of Service Vulnerability dos

“SCADA ICCP COTP C ion Request from L ized Client info-leak
SCADA Mnbe - T server 7~ mmunications Power C° A+empt info-leak

Risky Protocol Commands

4 paloalto



NMpumMepbl npunoxxeHnn anga ICS kotopbie BMANT NGFW

MpoTokon / npunoxexvie

MpoTokon / npunoxexvie

MpoTokon / npunoxexue

MpoTokon / npunoxexwve

MpoTokon / npunoxexue

= DNP3 (DECODER)

= Modbus( DECODER)

u Siemens S7(DECODER)

u Schneider/Wonderware SuiteLink

u Fisher-ROC

= |[EC 60870-5-104(DECORDER)

= CIP EtherNet IP(DECODER)

u Siemens FactoryLink

u Schneider OaSys

= Cygnet SCADA

= ICCP (IEC 60870-6 / TASE.2) (DECODER)

= BACnet (DECODER)

u Siemens Profinet 10

u Rockwell FactoryTalk

u Fanuc-Focas

= Synchrophasor (IEEE C.37.118) = OPC UA = ABB Network Manager u GE iFIX = MQTT

= Elcom 90 = OPC DA = Honeywell/Matrikon OPC Tunneller = GE EGD = RTCM (GPS/IP)

= DLMS / COSEM / IEC 62056 = R-GOOSE u OSlsoft Pl Systems u GE-Historian u ADDP

= MMS-ICS = |[EC 61850(DECODER) u Cygnet SCADA u Schweitzer Engineering SEL Fast u COAP
Messaging

m CC-Link u 104 APCI

OcHoBHble App-ID npunoxxeHms

Pacno3HaBaHue Hen3BecTHbIx: Unknown TCP , Unknown UDP

DyHKUMK NpunoxeHni B App-1Ds: Modbus, DNP3, ICCP, S7, BACnet, IEC 60870-5-104, IEC 61850, CIP-EtherNet-IP

KacToMHble App-ID aekoaepsbl anga ICS: Modbus, ICCP, DNP3

3anpoc Ha HoBble App-ID B oHManH

http://researchcenter.paloaltonetworks.com/submit-an-application/

4 paloalto




Bonee ToOUHbIM KOHTPONb PYHKLMM B KaXkaoM ICS npoTokone

MODBUS

modbus

L modbus-base

L modbus-write-multiple-coils

L modbus-write-file-record

L modbus-read-write-register

L modbus-write-single-coil

L modbus-write-single-register

L modbus-write-multiple-registers

L modbug-read-input-registers
modbus-encapsulated-transport

L modbus-read-coils

L modbus-read-discrete-inputs

L modbus-mask-write-register

L modbus-read-fifo-queus
modbus-read-file-record

L modbus-read-holding-reqisters

4% paloalto

DNP3

dnp3

L dnp3-base

L dnp3-write

L dnp3-read

L dnp3-operate

L dnp3-direct-operate
dnp3-confirm
dnp3-record-current-time

L dnp3-open-file

L dnp3-close-file

L dnp3-delete-file

L dnp3-get-file-information

L dnp3-authenticate-file

L dnp3-abort-file

L dnp3-freeze-ai-time

L dnp3-freeze-al-time-no-resp

L dnp3-cold-restart

L dnp3-warm-restart

L dnpa-initialize-data

L dnp3-initialize-application

L dnp3-select

= dnp3-direct-operate-no-resp

L dnp3-freeze

L dnp3-freeze-no-resp

L dnp3-freaze-clear-no-resp

L dnp3-start-application

L dnp3-stop-application

L dnp3-save-configuration

L dnp3-gnable-unsolicited

L dnp3-disable-unsolicited
dnp3-assign-class

L dnp3-delay-measurement

L dnp3-freeze-clear

ICCP

icocp

L iccp-base

L iccp-read

L iccp-define-named-type

L iccp-define-named-variable

L iccp-define-named-variable-list
iccp-define-scattered-access

L iccp-define-semaphore

L iccp-delete-named-type

L iecp-delete-named-variable-list

L iccp-delete-semaphore

L iccp-delete-variable-access
iccp-download-segment

L iccp-get-named-type-attr

L iccp-get-named-var-list-atir

L iccp-get-name-list
iccp-get-scattered-access-attr

L iccp-get-variable-access-attr

L icep-identity
iccp-initiate-download-seq

L iccp-initiate-upload-seq

L icep-input
iccp-output

L icep-relinquish-control
iccp-rename

L iccp-report-pool-sem-status
iccp-report-semaphore-status

L iccp-report-sem-entry-status

L iccp-status

L icep-take-control

L iccp-terminate-download-seq
iccp-write

bacnet

L bacnet-base

L bacnet-ack-alarm

L bacnet-confirmed-cov-nofify
L bacnet-confirmed-event-notify
L bacnet-get-alarm-summary

L bacnet-get-enrollment-summary
L bacnet-subscribe-cov

L bacnet-atomic-read-file

L bacnet-atomic-write-file

L bacnet-add-list-element

L bacnet-remove-list-element
L bacnet-create-object

L bacnet-delete-object

L bacnet-read-property

L bacnet-read-prop-conditional
L bacnet-read-prop-multiple

L bacnet-write-property

L bacnet-write-prop-multiple

L bacnet-device-comm-control
L bacnet-confirmed-private-xfer
L bacnet-confirmed-text-message
L bacnet-reinitialize-device

L bacnet-vt-open

L bacnet-vt-close

L bacnet-vt-data

L bacnet-authenticate

L bacnet-request-key

L bacnet-read-range

L bacnet-life-safaty-operation
L bacnet-subscribe-cov-property
L bacnet-get-event-information

siemens-s7

L siemens-s7-base
siemens-s7-read

L siemens-s7-stop
siemens-sT-start
siemens-sT-setup-communication

L siemens-s7-check-password-set

L siemens-s7-status-controller

IEC “104”

iec-60870-5-104

L iec-60870-5-104-base

L 104asdu-process-monitor
L 104asdu-process-control
L 104asdu-system-monitor
L 104asdu-system-control
L 104asdu-param-control
L 104apci-supervisory

L 104apci-unnumbered

L 104asdu-file-transfer




MoOXHO cerMeHTUpoOBaTb ceT B caMoM NGFW

MakcumanbHasa Busyanusaums Tpaduka mexay OT, IT, loT n lloT traffic.
KoHTposnb BCex 4OCTYMoOB.
BnokMpoBKa N3BECTHLIX BUPYCOB, 3KCMTIOMTOB U CUCTEM ynpaBreHus 60T-ceTamm

bbicTpo pacnosHaeT zero—day B OT u IT nHdpacTpykType

Mouemy cermeHTauuna? Kak nponcxoaut cermeHTauua?
3agaTtb nnowaan ans KOHTPons Ha ypoBHsix 1-7

Mo ctaHpapTty IEC 62443

Micro- [
perimeter ! =5 Segmentation POLICY MANAGER
1 — Gateway

NGFW



Industrial Cybersecurity Partnerships
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Siemens Plant Security Services Webpage
- Link

b. Pale Alto Networks PA-220 Next-Generation Firewall

(Support must be purchased separatelyl)

» Contact » Help » Support Request Parformanc d pacitias
Firewall throughput (App-I0) - 500 Mbps
>Home > Product Support Threat prevention throughput - 150 Mbps
IPsec VPN throughput - 100 Mbps
Ei : Product note, Entry ID: 109753709, Entry date: 12/12/2017
T4 fype: Rroductn 4 e ?Ri: R0 Mew sessions per second - 4.200
. . s s : : [ i = 64.000
Plant Security Services released Perimeter Firewall Installation including Next ax sessions

Generation Firewall for Sales and Delivery
Eny  Associated productis)

c. Palo Alto Networks PA-800 Serles Next-Generation Firewsll

(Support must be purchased separately!)

Plant Security Services released Pernimeter Firewall g Pélo Alto Ni ¢ Next. : Firewall for Sales and Delivery
1. Product description

Ferormanct na

Firewall throughput (App-|

D) 1.9 Gbps 940 Mbps

The portfolio element Perimeter Firewall Installabon as part of the cluster Implement Security 3
enhances the Plant Secunty Portfolio with an element that helps to segment and protect the Threat prevention throughput 780 Mbps £10 Mbps
industrial networks from threats coming from the outside. This is an integral part of the defense in IPsec VPN throughput 500 Mbps 400 Mbps
- g:‘:l‘:‘n:"’:rmﬂ%r"fgﬁ;:ﬁ' Mew sessions per second 9.500 8.300
. Max sessions 182.000 128.000

Instaltation and configuration of Perimeter Firewall within an automation plant. Pricing includes
configuration of firewall rules with direct 1-to-1 refationship to existing firewall rules or design of

maximum 40 new firewall rules. d. Palo Alio Networks PA-3020 Next-Generation Firewall

(Support must be purchased separately!)
Perimeter Firewall Instafiation consists of the following:

= Review of plant network layout

* Creation of a Plant Perimeter Firewall concept. This is established in collaboraton with the Fl — Illllthl I1I Ty -.||I3 N 2 Gb
customer and includes the definition of IDS settings, deployment model, alerting settings, irewall throughput (App-1D) ps
communication matrix and other firewall specific settings. Threat prevention throughput - 1 Gbps

= Installation and configuration of Perimeter Firewall with 1-1 implementation of existing firewalt IPsec VPN throughput - 500 Mbps
rules impl onp plant p firewall device on plant perimeter or design of Mew sessions per second . 50.000
maximum 40 new firewall rules, if no firewall will be replaced Max sessions N 250.000

* Test of communication via the Plant Perimeter Firewall in collaboration with the customer

= Perimeter Firewall Installation Report delivery

4% paloalto
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https://support.industry.siemens.com/cs/document/109753709/plant-security-services-released-perimeter-firewall-installation-including-next-generation-firewall-for-sales-and-delivery?dti=0&lc=en-DK

ICS Partnerships - Honeywell Joint Reference Architecture

Hnneywell A,\ @ Managed Industrial

Process Cyber Security Services
Solutions . "—
oserver  LEVEI 3.5 Level 4
DMZ . Business Wireless
Next-Generation Network DMZ
Firewall

rd
g j 4 Threat Prevention
P} Service

WildFire WF-500 Appliance
Zero Day Malware Prevention

To L2 L1, L0
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ABTOMaTMU3aLUuAd
SOC c nomMmouibio
Cortex XSOAR

OnekcaHgp Pann | orapp@paloaltonetworks.com
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Yrpo3bl CTAaHOBATCSH C/IOXXHee U U3oLpeHHee

145M records

200M records stolen
stolen TIOM records
stolen
2.9M records
77M stolen

records

stolen
134M credit
cards stolen / /

1.6M
records
stolen
=

)

SRacs 95M records

agency ..
breach  Stolen New Malicious

4TM

Morris Worm .. RICSIEIGS
New Malicious registered
‘ programs
registered
=
Malicious code Identity theft DNS attacks Social Banking malware
Trojans Phishing Botnets engineering Keyloggers
Worms Mobile viruses Sabotage DDos attacks Ransomware
Viruses Anti-spam Malicious email Botnets
SQL attacks Ransomware
Botnets

4/ paloalto

150M  147M records
412M records 143M  records  stolen
stolen records stolen
stolen .J

2B
records
stolen

2M records
stolen

500M
guest

records
stolen

925M +

New Malicious

600M

programs
New Malicious registered
programs
registered

Ransomware
Cryptominer
Certificate attacks
Bitcoin wallet
Android hacks
Insider threats

Cyberwarfare
Fileless attacks
Automated & Al attacks
Cloud migration
S3 buckets



NMpo6bnemaTtuka

PeanbHas yrposa ans 6usHeca / roc npeanpusaTmm — 3rnoyMblLIEHHUKK, 06riagatoLmne BbICOKON
kBanudukauymen B obnactn MHPOPMaLMOHHbLIX TEXHONOMMIW 1 Brnagewme pasnmyHbiMn MeTogamm
B3f1lomMa. IMeHHO OHM cnocobHbI peanu3oBaTb CrOXHblIe aTaku Ha | T-MHMPaCTPYKTYpy C NOMOLLbIO:

* Maccosbix aTak (Notpetya, Wannacry)
* Uenesbix atak (RSA Security, Sony, OnuMmnuickue nrpbl B [NxeHuxaHe, Garmin n 1.4.)

I'Ipo6nema B TOM, 4YTO KBaJ'IVICbVILI,I/IpOBaHHbIe 3ITOYMbILUJTEHHUNKA CNocobHbI 06onTn 110bbie cpedcmea
b6e3onacHocmu. an‘-leM, KaK NMoKasbiBa€eT MpakTuka, 3a4acTtyro KOMMaHUn y3HatoT O B3JTOME YXe Nocre
TOro, Kak Hactynuinm nocriegcrBna — yKpageHa MH(*)OpMaLI,VIFI, OKa3alrincb 3aLUVICprBaHbI OaHHblE,
3J10YMbILWJT1EHHUKA I'IOTpe6OBaJ'IVI BbIKYyn U1, HaxoaAcCb B MchpaCprKType HECKOJ1IbKO MecALEeB,
NOAroTOBUITUCb N B KAKON-TO MOMEHT BbIBENU 6OJ'IbLIJle CyMMYy OEHer.

JTto6ou aTan atakum gomkeH pukcnpoBaTbeca Kak HUMAEHT Vb. BbissBNSeT MHUMAOEHTbI HA paHHMX 3Tanax
aTaku LueHTp moHutopuHra b un pearmpoBaHus Ha nHumMaeHTol — security operations center (SOC). B
ero 3agaydun BxogaTr

*  KOHTPO&b akTUBHOCTU B I T-MHpacTpyKTypeE,
* aHanus cobbiTun,
* obBHapyxeHue yrpo3 b n pearmposaHne Ha HUX.

B ocHoee SOC Bcerga BblaensitoT TP coCTaBJIAOLWLNEe — TEeXHOJ1I0Mrnn, JItoan 1N npoueccol.



https://www.ptsecurity.com/ru-ru/research/knowledge-base/etapy-celevyh-atak/?utm_campaign=soc_components&utm_source=pt_knowledgebase&utm_medium=article304616

TepMMHOﬂOFMﬂ SOC TpaauumoHHo noxstne SOC
nMeeT MHOXeCTBO
HanMeHoBaHMN. TONbKO B
aHIMMNCKOM $i3blKe 3TO:

« SOC (Security Operations Center), LleHTp onepaTtuBHoro security defense center;
pearnpoBaHusi Ha MHUMAEeHTbl Ub — 9TO opraHmMsaunoHHasa eguHuua security analytics center;
noapasaeneHns MHOPMaLIMOHHON Ge30nacHOCTH, 0b6beavHsoLwas B cebe z;gg:'E'e'g‘ljﬁ't';gfe”gteefe”te”
nogen, npoLecckl 1 TEXHOSOrnMu, NpeaHasHayYeHHble 458 NosfyyYeHna threat defense center,
CI/ITyaLl,I/IOHHOI7| OCBEJOMINEHHOCTU B npotuecce O6Hapy>KeHVIFI, JloKaJlim3auunu security intelligence and
N npefoTBpaLleHnsa yrpo3 nHgopmalMoHHON 6e3onacHOCTMU. operations center

« SOC npeactasnset cobon aposntoumio noHATUS CERT (Computer
Emergency Response Team) — rpynny pearmpoBaHus Ha YpesBblHanHble
cutyauum B obnactu IT TexHonorun — OgHO U3 KIOYEBBIX OTANYUN —
MCMNoNb30BaHNE aHANMUTUYECKNX TEXHONOIMI AN co34aHus e ANHOTo
onepaTmMBHOIO BUAEHUS TeKyLLen cuTyauum B KOMNaHUM ¢ ToYku 3peHns UB.
“CTeknaHHasa kabuHa” ons camonéTta nHgopmMaumoHHOM 6e30nacHOCTH.




NMpeumMmyuwiectBa SOC

LlenTp OnepaTtnBHoro PearnpoBaHus

* PaHHaa ngeHTudukaumnsa atak n boictpoe * MuHuMmn3auust prUHaHCOBLIX NOTEPb 3a CYET
paspelleHne NHUMOEHTOB. paHHEero BbIABNEHUS UHUVMAEHTOB

v

* YcTpaHeHne MHUMAEHTOB A0 UX BINUSHUS Ha NPOAYKTUB.

4% paloalto
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OCHOBHbIe TeXHONTIOrMMU, ncnosb3syemblie SecOps

* Next Generation Firewalls

« Endpoint Protection Platforms (Anti-Viruses)

« Endpoint Detection and Response (EDR, Forensics) — Cortex XDR
* Threat Intelligence Feeds

« Sandboxing

« System Incident and Event Manager (SIEM)

* Networks Traffic Analysis (NTA)

* User and Entity Behavioral Analysis (UEBA)

* [loyToBbIE CUCTEMBI

 Active Directory

N mHoro gpyrmx




NMpo6neMbl oTAeNoB 6e30MNacHOCTHU

e

N

BpeMeHM He OrpaHMYeHHbIN
XBaTaeT KOHTEKCT
CNUMLKOM MHOTIO COBbITUM MHOIo pyTUHDbI Mano nHdopmaumMm no
Z15) (MpoBepunTb BCe hash Ha VT un MHUMOEHTAM, MHOIO
ap.) BpeMeHM Ha paccienoBaHme

4% paloalto
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Kak SOC po/mKeH NaMeHAaTbCs YTO 6bl CHU3UTb PUCKM

v
.. 3¢ PeKTUBHOCTDL
Lo p—— °© ® e, .- .. . *MTTR/MTTD
I e ., &Puck

Huskasa BbicoKas
3penoctb CpeaHsas
(PeakTnBHan) (MpoakTusHan)
O6HapyxeHue Ha ocHoBe npasun KoppensaunoHHbie npasuaa Ha ocHoBe aHanu3sa
KoHTekcr Arperauus noros PasaenbHbI c6op faHHbIX NHTerpmpoBaHHble «0boraLLéHHble» AaHHble
ABTOMaTU3aLMA Hukako YactnuHo MonHocTblo

*MTTR - meantime to respond - cpegHee Bpems pearuposaHus
MTTD - mean time todetect - cpegHee Bpema o6HapyeHua

4% paloalto



Y10 Takoe SOAR?
Security Orchestration, Automation, and Response

Orchestration Automation Response
VlHTeraLI,MS:I N OpKeCTpauna C ABTOMaTM3aL M4 PYTUHHDbIX MHUMOEHT MEeHEeOYKMEHT
npogykrtaMmm Vb 1 He TONTbKO npoL,eccoB (aBTOMaTMUYecKoe cozaaHme

MHUMOEHTOB, rpadmyeckoe
yrnpaBneHme, oTYETHOCTb)

MHOYeCTBO roTOBbIX LLUabGNOHOB




500+

L % O ST
Third- .ff':4?°?_é \ o %
Moo =E D FV TAXIL

SIEM Tools People API

VN VN VN VN

4

;= Playbook-driven automation

L) Marketplace

Cortex XSOAR
Ecosystem

Community

20
o----‘%----o
(o]} o o]
Automation & Real-time Case Threat Intel
Orchestration Collaboration Management

Management

_\é’_ Alerts E)\\ Threat

Intel feeds

safet 0“ ] {} @ é%’ ‘é]

Cortex XDR Mail Other Sources

ISAC Open Source Premium AutoFocus
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C (¢ @& demo6.demisto.works

Dashboards  NewIncident. Search Incident ?

REPORTS

My Dashboard

<% Public Cloud Security Incidents % Phishing

& My Dashboard System Health SLA Incidents Threat Intel Management v Add dashboard

Refresh every 10 minutes & last refreshed: September 15, 2020, 11:30 AM

& All times v

786 CEED

Incidents by Scanned Accounts Active Incidents b...
A >999% 7
772 -

Unassigned Incidents 600 ® Aws-charlie

@ Azure-signature-rnd

Today's New Incidents

® Cloudcraeft-devl

Unassigned Incidents Active Incidents by Severity ® PayGo2
® Paygo2

® High ’"~ 8 smmp @ PayGo3

Sample Incident - U... 0
aws-charlie paygo3 Other AWS Security
® Medium Hub

Sample Incident - U...

U
U
Sample Incident-U... @ Low
U
M

Samplé incident - o Critical Policy Violations by Type over T... Risk Rating by Scanned Accounts
® Config (752) ® Audit ent (18)
Sample Incident - M... @ Critical el gt ¢ a6 ¥
ocC | 10 @ Network (16 oF 186
Sample Incident-U.... @ Medium T  — 8 15
@ High 72
Sample Incident - M... @ Unknown ® Medium 505 1 ®N_a 24
Sample Incident-M... @ Medium ® Low 93 1 A 1
5 3 ® Inf E al
Sample Incident-U... @ High S IIA i
Unknown 1

Sample Incident-U... ® High
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Cortex XSOAR - 31O
cucTemMa ob6paboTkm
MHUMOEHTOB

CTaHOapTM3aumsa NpoLeccoB
pPaboTbl 419 NPOAYKTOB,
KOMaHO M Pa3nmMYHbIX 03
Kencon

e [lonyyeHure BCEX
anepToB 6e30MacHOCTU
N MOMCK MO HUM

e HacTpamBaeMble
Aawéopabl U
OTYETHOCTb

4 paloalto



Playbooks Find great Use Cases, Playbooks, Integrations and more in our Marketplace Search Incidents ?
Xs0AR
(pr\sma ® Q | Show list
Sortby ABC v Show All = Author All ~
& Prisma Cloud Remediation - AWS EC2 Security Group Misconfiguration Settings 2

Playbook Triggered uts / Output Q - Q [za)

Get security group details

I —

n Execute remediation

PUBTRAFFIC

SG Overly Permissive To All
Traffic

Default SG Does Not Restrict All
Traffic o

SG Allows Internet Traffic

& Revoke a security group ingress n Is there a default security
rule permitting all traffic . group?
(i) {i]
Revoke a public security group t
ingress rule B :
(3]
- Revoke all security gro

N '

ingress rules

o Mé
Toggle markdown box on CLI using ctrl+m s
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Cortex XSOAR 310 ABU
YXOK aBTOMaTU3auum
npouenyp (workflow)

BbicTpas 1 MacwTabupo-
BaHHaa peakLMa Ha
MHUMOEHTbl 6€30MacHOCTH

e 100mM mHTerpaymm
MNPOoLYyKTOB
1000mM aBTOMATM3aALUM
NHTYWUTUBHbIN,
BU3yaJibHbIA pefaKTop
nnenbykos
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bl Playground - War Room ° Search Incident ? Cortex XSOAR -3T1T0
@ Work Plan nnaT¢opMa

A @ Chats x M Manual "t" commands and results x [ Notes x] Clear all Add to Saved filters w
B3anMoaencreBud

~ = New Entries S—

° Actions)s yﬂyt-l LeHNe KadecCTBa
DBot %
September 15, 2020 11:29 AM paCCﬂ eﬂOBa HUAE T p n

Command: /redlock-search-alerts alert-status="open" (RedLock)C @ 9

Alerts COBMeECTHOM paboTe

ID Status FirstSeen LastSeen AlertTime PolicyName o
e Virtual War Room a5
P-9 12/10/2019 2 09/09/2020 1 09/09/2020 1 . < s . i i
48 open 1:40:06 1:13:53 1:13:52 Azure Security Center send email notifications set to 'Off Ka)-l-(ﬂ'o ro l/l H LI'MD'eHTa
P-9 12/10/2019 2 09/09/2020 1 09/09/2020 1 .
47 open 1:40:06 1:13:53 1:13:52 Azure Security Center contact phone number not set . ChatOps & ﬂe[;]CTB[/]q B
P-9 12/10/2019 2 09/09/2020 1 09/09/2020 1 . "
44 open 1:40:06 1:13:53 1:13:52 Azure Security Center contact email not set pe MMe peaanoro
P-9 12/10/2019 2 09/09/2020 1 09/09/2020 1 Azure Security Center 'Also send email notification to subscription

open

43 1:40:06 1:13:52 1:13:52 owners' value is not set Lol BpeMeHM
(12) Partial View: Showing 6 out of 17 columns. View full table in a new tab.
e ABTO-AOKYMeHTauusa
| [e—— "o 0EVNCTBUN B peXmMMe
peas/ibHOro BpeMeHm
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C A NotSecure | ec2-18-1

B ©s.167.70233

Newtab

Active — e e Cortex XSOAR 310 threat intel
Set by @admin on February 10,2020 st 2:11 P t by @admin on February 10, 2020 3t 2:09 PM ma nagement nnaT¢opMa

Bo3bMKMTE NMOMHbBIM KOHTPOMb Had BallMM
threat intel dmoamm

e ABTOMaTM3aUMUA e)XeOHEBHbIX
MOBTOPAOLMXCA OENCTBUIN C
MHOWKaTOpaMM

e [Mony4yuTe MrHOBEHHYIO
OKYyNnaeMoCTb UHBECTULIUA OT
cyllecTtBytolmx threat intel pngos

e bByabTe yBepeHbl B KaXKO0OM peLleHnMn
npu pearmpoBaHMM HA MHLUWAOEHTbI
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MHO)XXeCTBO pa3/IuYHbIX CLUeHapMeB NPUMEeHeHUs

Alert Sources

SIEM and Analytics
XDR (or EDR)
Cloud Security Alerts

Vulnerability
Scanners

Email
Ticketing

Threat Intel Feeds

Incident
Management

Security
Operations

Phishing
Response

(O CORTEX XSOAR

BY PALOC ALTO NETWORKS

Cloud
Security

Threat
Hunting

Vulnerability
Management

Cortex XSOAR

Enrich & Respond

Threat Intelligence
EDR
Malware Analysis
Email Web Gateways

Ticketing




Cortex XSOAR 3kocucrema (500+ UHTerpaumm)

Analytics and SIEM CORTEX == DiVO /. exabeam Network Security 7% paloaltg: & Check Point ®
Fi:RTINET. smJASK  #logRhythm
The Secuity Intelligence Comsany i PROTECTWISE” @) Signal Sciences (;ZSCEE/
McAfee FoCos Radar
splunk> @sumologic f\ Elastic SIEM UVECTRA tufin
Threat Intelligence # paloalto ANOMALT Authentication €oveerare BUS
@ mmu Q DOMAINTOOLS == Active Directory oktu
FERSIGHT OpenPhish  -[{|-Recorded Future
] VirusTotal Email Gateway D Bitbam mimecast
proofpoint. V/Symantec.
: ]
Malware Analysis % paloalty: [l cuckooty” Ticketi o
icketin cherwell’ easyVvISTA freshdesk
) FIREEYE £ INTEZER JOESecurity 9 /
% Jira Software zendesk
c‘ KOODOUS “HEESING SsNDBOX
Messaging @8 Exchange ™M pagerduty
End poi nt C (’\RTF _)( Carbon Black. ] CounterTack _-;l_- slack ®IVI.O 200m
N
) k WP cybereason Wevyiance
. Cloud CORTEX {PRISMA  aws
il sentinelone /Symantec. € TanuM
) Google Cloud 2% Microsoft ~¢netskope
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NMpuMmep 06paboTKM UHLUMNAOEHTA
0o U nocne



o Demisto

D T ... L I L -

IR s o x| 4
f Vs B SELAOS

Disparate
alert sources

Q Nogan Sasrcheny ~ WEQOLLE

— m‘r ’ Vv E oee Tolow = Updue  Deee PN L
Calgary CD) Manage Attachments (1 ) IT OBA Mgh Feb 2015 o (rename] v Lac-k Of
_ defined process
Lol T 2019 0208 204547
b1 et » o g o Repetitive and manual
Ao . actions
QNI Pacrarit Approved

= Lack of product
-., ‘ interconnectivity

= chrgx
O Type heee 1o teanN
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Nocne BHepgpeHua XSOAR

DEMISTO #9403 Generate Impossible Travel Incident - Work Plan

4 28 Impossible Traveler - Investigation v ..., e cn e Bce coBbITUA B Op,HOf/'I
#9403 Generate Impossib... yet ¢

l KOHCOJ1UN
s
Work Plan =
R | CTaHaapTU30BaHHbIE U
e Peann3oBaHHble
Playground e ¥ n pO LI,ECCbl
| ABTOMATM3NpPOBaHHbIE

dome Seardiicive iy BbICOKO YaCTOTHbIE

(et , OencTema

Jobs A l

Indicators n Does the User Account have a

Flaybool ransget . B3anmonemncresme

Automation - . l l A

Settings % @ mexagy npoaykramu

amanda n
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NtTorm

SOC - 3T0 He NPOCTO TPeH., 3TO LIEHTP ONepaTUBHOIO pearnpoBaHnNs S CHUXKEHUSI PUCKOB
KoMnpomeTauum

SOAR - cuctema aBTomMaTU3aLmm, OpKECTpamMm 1 pearmpoBaHus NO3BOMAIOLLAS NOBbLICUTb
adpekTnBHocTb SOC B pasbl

Cortex XSOAR - nossonsieT peanu3oBaTb cpeny 06paboTkm MHUMAEHTOB
Cortex XSOAR — nogaepxmnBaeT n3 kopobkun nHterpaumto ¢ 480+ cuctemamm n 1000+ aBTomaTtunsaumm
Cortex XSOAR — aTo ygobHasi nnatgopma nocTpoeHus n ctaHgaptusaumm npoueccos/workflow/playbooks

Cortex XSOAR — ato nnatdopma ynpasnenus neHtamm Threat Intelligence (TIM)

Cortex XSOAR — ncnonb3yeT MallnHHoe oby4veHne n nnatgopmy Docker




OanbHenwume Lllarun



PaccMoTpeHHble pelueHUus

=  NGFW — MOXeT NpUMeHATbCA ANa pelleHns cneundundeckmx 3agad B OT v gns pewwennsa 60nbLuoro
KomMmnnekca 3agay B IT

= Cortex XDR — MmowHasa nnatgopma no 61okMpoBaHunio yrpos 1 naeHTnmrkaLmm npoaBuUHyTbIX Yrpo3 Ha
KOHEYHbIX paboymx CTaHUNAX U B CETEBOM Tpadhmke C NOSTHOM aHaNMUTUKON 1 BO3MOXHOCTb pearmpoBaHns
®= (npeumywiectBeHHO ang IT ceTen n otaenbHbIX MawwmvH n3 OT-ceTen)

= Cortex XSOAR — aTo cpena aBToMaTmnsaumm o6paboTkn NHUNOEHTOB, NO3BONAIOLAA CYLLECTBEHHO
CHU3UTb PUCKN N yBENUYUTL 3hdekTneHocTb SOC-oB (0bpaboTtka OT n IT-uHUNOEHTOB)

OanbHenwue warm:
*  HamBmayanbHasi BCTpeda No BO3MOXHOCTAM CErMeHTaunm cetu, An3anH ¢ onopom Ha sawu 3agadm (NGFW)
*  WHamBmayanbHas npes3eHTaums n gemoHctpaums Cortex XDR

=  WugmempayanbHas npeseHTauus n gemoHcTpauna Cortex XSOAR
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