I McAfee

Together is power.

KomnnekcHaa apxuteKkrypa
NMHPOPMaLLMOHHOMW
6e3onacHOCTH

B3arnaa McAfee Ha coBpeMeHHble noaxoabl b

Hukonain MeténkuH | MpeacraButens McAfee

McAfee Confidentiality Language



O komnauun McAfee

« ObecneumBaet 6e3onacHocTb 6onee 250 MAaH
KOHEUYHbIX TOYeK

« KpynHenwunn B Mnpe paspaboTumk

* Tonbko knbepbeszonacHOCTb

 McAfee GTI exxegHeBHO nosiBaseTca 6onee 500 000
HOBbIX YrpoO3

* B komnaHum McAfee pabotaet 6onee 7 500
ONbITHENLLMX CMEeLManmcToB rno KnbepbesonacHOCTH

* [naBHbIM oduc - Santa Clara, California

* KomMniekCcHOCTb U * OtkpbiTag naatpopma
3OPEKTUBHOCTb
* [loptponmo * Jlngmpyrowme nosnymm
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NMpobnemarunka

LleneHanpaBneHHble aTakn — HOBaA peasibHOCTb
APT O6Hapy>xeHue yCTpaHeHue

Q ) Q )
4% 1Me2c;|{‘|::| MZVIléT,bI 2 3%
1 9% MecaLbl

Yachbl

DISCOVERY

14%

gligit

Heaenu
COMPROMISE
o,
64%

(o)
Heaenu 42% $8,769 / ctoumocTb
O O Days NHUMNAEHTA
$3,840,988 / B roa

Sources: Verizon Data Breach Investigations Report. Securosis Malware Analysis Quant Metrics Model
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NMpobnemarunka

L',EIIEHanpaBIIEHHbIe dTakKM — HOBaA peasibHOCTb

“@NORSE

APXUTEKTYPA
ABTOMATU3ALMA
MHTEFPALLMA
TEXHO/IOTUNA
MPOLLECCHI

noan
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NMpobnemarunka

Aednuut kagpoB B cpepe knbepbezonacHOCTU Ha YPOBHeE INNg4eMUU

HexBaTtka npodeccuoHanos B obnactm kmubepbesonacHOCTU BANAET HAa BO3MOXXHOCTU
opraHusaumin ynpasaatb 6€30nacHOCTbIO CBOMX BCe 6osiee YC/IOXKHAIOWMXCA
WHPOPMALMOHHbIX CEeTEN.

32% 1% 1,8 MnH.

PECNOHAEHTOB CO BCETO MUPA  npu3HanM, YTO M3-3a HeaocTaTka kagpos K 2022 rogy HexBaTka
COO6LLI,VIJ'IVI o ,u,ecl)mu,MTe OopraHv3auuu cTaHOBATCA bosiee cneymanmctoB MOXKeET AOCTUNYb
CneumanncTos no YSA3BUMbIMU AN 3/I0YMbILLJEHHWKOB. * 1,8 MuannoHa yenosek **

Knbepbe3zonacHOCTM B CBOEN

*
opraHu3aumnm
*  *WccnepoBaHne McAfee n LleHTpa cTpaTermyeckmx n MexxayHapoAHbix nccnegosaHmin (CSIS — Center for Strategic and International Studies), Hacking the Skills Shortage (HexsaTka crnewuuvanncrToB kak

YA3BMMOCTb)
« **Global Information Security Workforce Study, npoBegeHHbIn opraHusauueli (ISC)2
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CTpaTerM'-IECKI/Ie MHBECTUUMNWU. B3INNMAA Ha Yrpo3bl
Coomeemcmeue 8/10XkeHuUU C/I0XKHOCMU amaku

YacrtoTta KonunyecrtBo KomnoHeHThbI!

Onno HUCTHUYECKKe TpaguUMOHHbIE cpeacTBa
PTY

CpeaHun yuiepb TpaduyuoHHsbIU cuzHamypHsil AV, eeb
BAOKMpOBaHWE B MCeK O6bluHble BUPYCHbIE aTaku npokcu, gpatipsonn

CpeAcTBa 3aLUTbl CAeQYOLLEro

NOKOJIEHUA

[TosedeHyveckull aHanu3, npedomepaujeHue
CnoxxHble aTaku akcnnoumos, Tl, obesspexcusaHue

|
TEXHO/IOMM
VSALLUTHI

O6HapyxeHue & YcTpaHeHue SANDBOX

[Meco4YHuUlbl, MOHUMOPUH2 MPOUECccos Ha EDR
TapreTupo 3HOnouHme
CEN L
aTaku
LleneHanpasneHHble O6Hapy}KeHUEe CNOXKHbIX aTak SIEM

Bonblwon yuiepb AHAAUMUKG, Npuopumesayus, eusyanusayus

YCTpa HeHne — mecALbl
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NMo3snuna McAfee cooTBeTCcTBYyeT peKOMeHAALNAM BeAyLUX

dHAJIUTUKOB

Verizon Report Recommendations

 Eliminate unnecessary
data

 Collect, analyze, share
- Incident data
- Threat intelligence

* Focus on better and
faster detection

e Evaluate threat
landscape

IDC Lab Validation Report

MCAFEE INTEGRATED THREAT
T p——— DEFENSE SOLUTION

Pddigorr e emaincfbeath - Eogantia| Capabilities for Analyzing and Protecting Against Advanced Threats

picture of our curment state. bt it's
hae said before—we have the too
Q Ensurz essential | control Is are met: enesandusing them n the right sz

O Eliminare unnecessary data; keep rabs
anwhar's eft,

regularty check that they remain so.

By Rob Ayoub, CISSP, IDC Securlty Products Team — ===-
iy peos Team = TN

- o Sponsored by McAfe
(%) Collect. analyze and share incident d2ta Sponsored by McAfee
to create a rich data source that can

drive

rity program effectiveness. ommodity, you've gat your work ... _

C iry. S —
knowing the attack patterns (and sharing them) can make

Collect. analyze. and share ractical that work mare fruitful. Take steps 10 better inderstand
threat intelligence. especially Indicators your threat landscape and deal with it accordingly. See the
af Comprarmise (10Cs). that can greathy Conclusion for tips on threat-centric control prioritizatian.

ald defense and detection.
W strongly necommend readers consider the devection

of failures (in areasonable time frame) as a success. The

O Without deemphasizing prevention,
. security industry has Inna hoen ooy Fncised anncesention

foous an berter and faster dete)
through a blend of peaple. proct

o Gartner.

O Regularly measure things lke

imwsaarenvrs| WHY GARTNER ANALYSTS RESEARCH EVENTS CONSULTING ABOUT

them to drive secu actice:

O Evaluare the threat landscape 1
prigritize 3 treatment s1rategy.
buy inta aene-size fies i apps
o security.

»zzz:=:l The Five Characteristics of an Intelligence-
Driven Security Operations Center

Optimize Security Operations
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Apxutektypa AgantTmuBHou 6e3onacHOCTH

Predict Prevent

Proactive Exposure Analysis Harden and Isolate Systems

Predict Attacks Divert Attackers

Prevent
Incidents

Baseline
Systems

Remediate/ Detect
Make Change Incidents
Confirm

DesipnModetiGliange and Prioritize Risk

Contain

Investigate/
Incidents

Forensics

Respond Detect




Jkocuctema McAfee — KomnaeKkcHasa apXUTeKTypa

3awmta Web
3awmTa cetm rpacuKa
NGIPS o
3awumTta 6a3 gaHHbIX NGWG MoHuUTOpuHr aTak
Database Security Insights
3awmTa AaHHbIX 3awuTa 06/1aUHbIX CEPBUCOB
DLP + Encryption ) CASB
3awmTa KOHEeUYHbIX TOUeK , .
Endpoint Security ) Threat Intelligence Excbange
: CepBep penytauuu
Advanced
3a WinTa Threat Defense
«lMecouHunuya»

Active Response

o m W W .

Security Manager

. SIEM
Enterprise

Security Manager e YCTpaHEHVIe OGHapy)KEH ne

SIEM

McAfee ePO
McAfee ePO KoHconb ynpaBneHus
KoHconb ynpaBneHus
Data Exchange Layer Data Exchange Layer

LLinHa o6meHa AaHHbIMN LLnHa o6bmeHa aaHHbIMU
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Ceptndunkauyuna (4CC331) npoaykroB McAfee B
YKpauHe

« 3ALLUTA PABOYUNX CTAHLUUU

- 3ALLUTA CEPBEPOB

 PELWUEHUE K/JIACCA «MECOYHULIA» (SANDBOX)

. 3ALLUTA BEb TPA®UKA (Web Gateway)

 PELWWEHUE KNACCA EDR (Endpoint Detect and Response)
 YMPABJIEHUE COBbITUAMW BE3OMACHOCTU (SIEM)

- MPEAOTBPALLEHUE BTOP)KEHUWU N ATAK (IPS)

« 3ALLUTA OT YTEUYKWN AAHHbIX (DLP)

- 3ALUUTA BA3 AAHHbIX

« JIOKANbHbIU CEPBEP (FA3A) PEMYTALIUA

I McAfee |



McAfee Insights

LI McAfee Musion Insights

Bot moxete C[MTPOMHO3UPOBATD, ocraHOBAT n
NPUHMMAaEMbIE BAMW KOHTPMEPbI 3Ty Yrposy.

Threats Boi moxete OMPE/IENIUTH yrpossl, Bui moxeTe [IATh TouHbie ykasaHwa

Ha KoTopbie Bam cneayet obpatuts MO KOPPEKTUPOBKE BaLLINX KOHTPMED.
/ nepBoOCTENEHHOE BHUMaHUE.
Requinng Attention (2) ! otwarc anada t

Last detected
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Threat Intelligence Exchange

Katanor nonMTukmn

I McAfee

Protection Workspace MNaHenwn MOHUTOPWHIa Jepeso cucrem Mwurpauwa 8 MVISION ePO Support Center 3anpock! ¥ OTYEThI Ancnetuep nHUwgewnTos DLP Awvcneruep nonuTukw DLP

Cucremsl

TIE Reputations

File Search Certificate Search File Overrides Certificate Overrides

TIE File Reputations : File Search

BCcTpoeHHbIE: Mone3oBaTENLCKHE: EthTDhlﬁ MOWCK:

Her .

MokasaTe suibpaHHbie CTPOKKH

ouuco,

OefcTena

All File Names Company Mame Product Name File Version Composite Reputation Enterprise Reputation Certificate Enterprise Repi Latest Local Reputation Certificate GTI Reputatior, GTI Reputation ATD Reputation MWG Reputation External Reputation
AdobeARM.exe Adobe Inc. Adobe Reader and Acroba 1.824.359.9311 Most Likely Trusted ( Mot Available Mot Set Most Likely Trusted Maost Likely Trusted Mot Available Not Available Mot Available Mot Available -
mozavcodec.dll Mozilla Foundation Firafox gi.0 Most Likely Trusted ( Mot Available Mot Set Most Likely Trusted Mast Likely Trusted Mot Available Not Available Mot Available Mot Available
maozavutil .dil Mozilla Foundation Firefox 81.0 Most Likely Trusted { Mot Available Mot Set Most Likely Trusted Most Likely Trusted Mot Available Mot Available Mot Available Mot Available

xul.dll Mozilla Foundation Firafox 81.0 Most Likely Trusted ( Mot Available Mot Set Most Likely Trusted Most Likely Trusted Mot Available Mot Avzilable Mot Avzilable Mot Avzilable
mozglue.dlil Mozilla Foundation Firefox 81.0 Most Likely Trusted ( MNot Available Mot Set Most Likely Trusted Most Likely Trusted Mot Available Not Available Mot Available Mot Available
libEGL.dII SwiftShader libEGL Dynan 4.1.0.7 Unknown (Latest Loc Mot Set Mot Available Unknown Mot Available Mot Available Not Available Mot Available Mot Available
libGLESw2.dIl SwiftShader libGLESV2 Dy 4.1.0.7 Unknown (Latest Loc Mot Set Mot Available Unknown Mot Available Mot Available Not Available Mot Available Mot Available
ffmpeg.dll Unknown (Latest Loc Mot Set Mot Available Unknown Mot Available Mot Available Not Available Mot Available Mot Available
System.Threading.Tasks.n Microsoft Corporation Microsoft® .MET Framewa 4.8.3752.0 Most Likely Trusted { Mot Available Mot Available Most Likely Trusted Mot Available Mot Available Mot Available Mot Available Mot Available
System.Runtime.InteropS Microsoft Corporation Microsoft® .MET Framewa 4.8.3752.0 Most Likely Trusted ( Mot Available Mot Avzilable Most Likely Trusted Mot Available Mot Available Mot Avzilable Mot Avzilable Mot Avzilable
System,Runtime.ni.dll Microsoft Corporation Microsoft® .NET Framewo 4.8.3752.0 Most Likely Trusted ( MNot Available Mot Available Most Likely Trusted Mot Available Mot Available Not Available Mot Available Mot Available
WinStore. Preview.dll Unknown (Latest Loc Mot Set Mot Available Unknown Mot Available Mot Available Not Available Mot Available Mot Available
WinStore.App.dll Microsoft Corporation Windows Store 12010.1001.2.0 Unknown (Latest Loc Mot Set Mot Available Unknown Mot Available Mot Available Not Available Mot Available Mot Available
WinStoreTasksWrapperdll Unknown (Latest Loc Mot Set Mot Available Unknown Mot Available Mot Available Not Available Mot Available Mot Available
YourPhone.Notifications. dl Unknown (Latest Loc Mot Set Mot Available Unknown Mot Available Mot Available Mot Available Mot Available Mot Available
YourPhone.SharedContent Unknown (Latest Loc Mot Set Mot Avzilable Unknown Mot Available Mot Available Mot Avzilable Mot Avzilable Mot Avzilable
YourPhone.Calling. WinRT.c Unknown (Latest Loc Mot Set Mot Available Unknown Mot Available Mot Available Not Available Mot Available Mot Available
YourPhone.Messaging.Win Unknown (Latest Loc Mot Set Mot Available Unknown Mot Available Mot Available Not Available Mot Available Mot Available
YourPhoneContrals.dll Unknown (Latest Loc Mot Set Mot Available Unknown Mot Available Mot Available Not Available Mot Available Mot Available
YourPhone.Devices.WinRT Unknown (Latest Loc Mot Set Mot Available Unknown Mot Available Mot Available Not Available Mot Available Mot Available
YourPhone.ScreenMirrorin Unknown (Latest Loc Mot Set Mot Available Unknown Mot Available Mot Available Mot Available Mot Available Mot Available
setup.exe Most Likely Trusted ( Mot Set Mot Set Most Likely Trusted Most Likely Trusted Mot Available Mot Avzilable Mot Avzilable Mot Avzilable
YourPhone.Views.dll Unknown (Latest Loc Mot Set Mot Available Unknown Mot Available Mot Available Not Available Mot Available Mot Available
YourPhone.dll Microsoft Corparation Microsoft Your Phone 1.20092.108.0 Unknown (Latest Loc Mot Set Mot Available Unknown Mot Available Mot Available Not Available Mot Available Mot Available
YourPhone.exe Microsoft Corporation Microsoft Your Phone 1.20052.108.0 Unknown (Latest Loc Mot Set Mot Available Unknown Mot Available Mot Available Not Available Mot Available Mot Available
YourPhone.AppCore.WinR® Unknown (Latest Loc Mot Set Mot Available Unknown Mot Available Mot Available Not Available Mot Available Mot Available -

SnemeHToR: 5567



OTkpbITaa nnatpopma

PaboTa WWHbI Ha
nepegavy/nonyyeHuve
BO3MOXHOCTb MHTErpaumnm
apyrumm pewennamm b

O6meH I0C mexay peleHnsMm

Pa3HbIX MPON3BOANTENEN

MQTT, TLS 1.2, PKI, aByxcTOpOHHAA

CBA3b

| ot van]n
RAPIDF) ©rubo CISCOo

(T)mmus  proofpoint. > ForcepoINT

rowiREDBY Raytheon

OpenDXL

Security Intelligence Sharing

Solutions
Filter by Price
A repository of open source and commercial 5okaions that have been developed for Use with the Data Exchange Layer (DXL) fabr
HB:::5¢80
Categories
Top Rated Partner Most Downloaded New Recent Updates

(@ README.md
TheHive DXL
opendl - May 15

Thetve

oo s OpenDXL-ATD-Cisco-ASA

19 Downioads [ 0.Ca
This integration is focusing on the automated threat response with McAfee ATD, OpenDXL and Cisco ASA Firewalls. McAfee
Advanced Threat Defense (ATD) will produce local threat intelligence that will be pushed via DXL. An OpenDXL wrapper will
subscribe and parse IP indicators ATD produced and will automatically update Firewall rules.

OpenDXL ATL

mohl1 - Mas 5ih 2

Component Description

Fuewalls
McAfee Advanced Threat Defense (ATD) is a malware analytics solution combining signatures and behavioral analysis

A3 Donioads B oG techniques to rapidly identify malicious content and provides local threat intelligence. ATD exports IOC data in STIX format
and DXL. https//www.mcafee.com/in/products/advanced-threal-defense.aspx

Cisco ASA Firewalls are securitv devires nmitactina comarata natworke and data centars of all sizas It nrovides nears with

. ¥ highly secure access to dala al 81 lines (54 sloc) 3.68 KB Raw Blame History [
heck P0| nt s b

SOFTWARE TECHMOLOGIES LTD. Prerequisites

OpenDXL-ATD-Fortinet
McAtfee ATD solution (tested w

This integration is focusing on the automated threat response with McAfee ATD, OpenDXL and Fortinet Firewalls. McAfee
Cisco ASA Firewall (tested wit Advanced Threat Defense (ATD) will produce local threat intelligence that will be pushed via DXL. An OpenDXL wrapper will
subscribe and parse IP indicators ATD produced and will automatically update Firewall rules.

I ITII |ET McAfee ATD - b{ OpenDXL Wrapper

Component Description

McAfee Advanced Threat Defense (ATD) is a malware analytics solution combining signatures and behavioral analysis
techniques to rapidly identify malicious content and provides local threat intelligence. ATD exports IOC data in STIX format in
several ways including the DXL. hitps2/www.mcafee.com/in/products/advanced-threat-defense.aspx

Fortinet Firewalls provide high performance network security protection platform. htips /www.fortinet.com/products/next
generation-firewall.htmi



MapTHepbl SIA (Security Innovation Alliance)

KpynHenwas B MHAYCTpUKN MHTerpaumoHHas naatbopma — McAfee SIA — 6onee 130 naptHepoB

A o
anomau  AVECIO boldonjames AA *f Comritoc QrUDQ Attivo fome avehu (J SKYFORMATION BROCADEB
ManTech @ AGAT R —— . pre-fetpl i SO s . ye '
[ A FACSC A ~ Ay Blackridge [~ 33 Dropbox c
L - ’ Stk the Artack Surface o W LEYPHORT . ~ ECHNOLOGY ~” CYBERARK
P b BUFFERZONE NEMISTO = Corvil R g Check Point bowbridge ©
Obeyondirust  me Qdigicert ermANo —_— s I . exabeam Coroner evident.io
4" CICADA y = » ————— ) - i ® > ~rT
HTD fEIvoN Fasoo i
« cryptoVisio ® o @reecias i N - Bay Dynamics' -
INENTIV gemalto C'_YPBO won €isco i e S g& i i ane I P ZIMPERIUM
e @ = §sumcoy —— € BV Security NiKSUN =g b Reuance  J FORTSCALE
Guidance =nforcive e
’ Feerrnais !E“mf AL icon B Lass @) Outpost 4 G JI S sumca RAPID)
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) e WAGUS [ ssh @ Quats oo roofpoint’ g
prisHME  dfgital B Genee i PEN . e
g-.. - STORMSHIELD = OFPSWAT E Extreme Pivotal vmware -
S sPIRION *y .»...‘.,x@)"“"? TUKAN |1 @ $S8 ¥ radware g &3 securonix airwatch 1 victuStream
-l ‘ Bpeerice  RAZLEE) Y TRANY TYCHON
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DXL - yHuKanbHoe NnpenmMyLLecTBo

Global Threat

Intelligence
- Web 3rd Party SIEM
TIE Server SANDBOX NGFW Gateway Solutlons

virusTotal

‘ U
Data \é, = ‘

Exchan ge "‘\‘\‘\‘\T‘\‘\‘\‘\‘\\\ﬁ\\\\\\\\\\\\\\\\\\\\)‘\‘\‘\‘\‘\‘\\\\\\\\\\T\\\\\\\\\\\\\W‘\‘\‘\‘\‘\\\\\\\\\\\\\\\\\\\\\\\\\E‘\‘\‘\‘\‘\‘\‘\‘\‘\‘\‘\‘\‘\‘\‘\‘\\\\\\\\\\\\\\\\\\\\\\\\,
LS

Layer ‘ /
v Bo3pacT daiina ckpbIT

v" TloanncaHo ¢ 0TO3BaHHbIM

ceptTudukaTom
v" Co34aHO HEHaAEXHbIM
npoLeccom
HKC;Z;C;?-IbVIFI EDR MOVE  Application Security DLP Endpoint Trust Level: Low
y pepo Control Protection Action: Block

MrHOBEHHbI OOMEH aHaNUTUUYECKUMU AaHHbIMK 06 yrpo3e u

dHaJIM3 Ha CBA3b B MNMpoLw/ioM

I McAfee |

Optimize Security Operations



O6meH MHpopMmaLmen o yrposax B pe)xmme peajibHOro BpemMmeHun
AzanTyBHadA 3aWmTa — OT OOHAPY>XXEHNA A0 3aLLNTbl 32 MUAINCEKYHAbI

[peanpuatmne A [lpeanpuatne b

TE Server \ m / : Server
'

TIE Server

[Npeanpuartve B



O6meH nHpopmalmen o yrposax B peXkumMme peasibHOro BpeMeHMU
A,D,aI'ITI/IBHaFI 3allnTa — OT o6Hapy>|<eH|/|;| A0 3allnNTbl 3a MUNJTNCEKYH/ b

SOC AAA O Global Threat
Intelligence
TIE Server
=
31 Party
[Mpeanpuatmne A ' —‘rc Feeds

TIE Server
| g =]
TIE Server

[Mpeanpuatmne b

| g =]
TIE Server

[Mpegnpuatve B



NMpeumyuwiecTrea eAUHON 3KOCUCTEMDbI

» CHu>eHue Harpy3ku Ha /b
bnarogaps LeHTPaanM30BaHHOMY
ynpasaeHuo

» [loBblweHVe 3QPEKTUBHOCTM MO
OTPaXXeHU CNOXHbIX U
LieneHarnpaBieHHbIX aTak

» ABTOMatm3auma npoueccos Vb

» CHM>KeHMe pacxoaoB Ha
3KCMayaTauno

» CHMXXeHue penyTauMOHHbIX U
GUNHAHCOBbLIX PUCKOB

Innovation
Alliance
Partners

3auﬁm
CTopoHHUe
(o j NponsBo-
% 11111 aAnTtenu
)

Pecypco! TIE

PeweHunsa

Optimize Security Operations
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bnaarogapto 3a BHMMaHue!




