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EHEPFETUYHOI TANY3I




NIOPOMHSA KAPTA

PO3bYOBW KIBEP3AXUCTY
OB’EKTIB KPUTUYHOI
IHOPACTPYKTYPU
EHEPTETUYHOI TA/TY3|

step 1

MPOEKTHUWN O®IC

AN1A CEKTOPabHOI KOOPAMHALLT peanisaLil iHiLiaTUBK Ta
3a/ly4EHHA MIXXHapPOAHOI TEXHIYHOT 4ONOMOTU;

1. Po3pobKa nonitmkm y chepax ranyseBux CTaHAapTiB
Kibepbesnekn Ta BUMOT 1,0 KPUTUYHOT iIHPPaCTPYKTYpH

2. PospobkKa ctparterii Kibepbe3nekn ana KPUTUHHOI
iHPPACTPYKTYPU EHEPreTUYHOrO CEKTOPY

3. Peani3auin cekTopanbHUX NPOEKTIB 3 Kibepbesneku

[MpoeKkTHUIM odic 3 nuUTaHb Kibepbe3nekn - Ue Aopaaunit opraH MiHeHepro,
KOMaHAa €eKCnepTiB Ta MeHeXKepiB MNPOEKTiB, AKa TICHO KOOPAMHYE CBOLO
AianpHicTe 3 MiHiCTepcTBOM eHepreTukn  YKpalHM 3  OCHOBHOK METOK -
NigBULEHHA CTIMKOCTI A0 Kibepbe3nekn B eHepreTMYHOMY CeKTopi YKpaiHu
WnAaxom GOpPMyBaHHA MONITUKM, PO3POOKM Ta KOOpAMHALi MNPOEKTiB 3
Kibepbe3neku.
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OOPOXHA KAPTA

PO3bYOBW KIBEP3AXUCTY
OB’EKTIB KPUTUYHOI
IHOPACTPYKTYPU
EHEPTETUYHOI TA/TY3|

step 2

AYOUT CTAHY KIBEPBE3MEKM KPUTUYHOI
IHOPACTPYKTYPU EHEPTETUYHOIO CEKTOPY

Strategy

OCHOBHI HaMPAMKMN OLLIHKW:
* [lepcoHan
* [lpouecu

e  TexHonorii

Ayaut Kibepbesneknm KPUTUYHOI IHPPACTPYKTYPU EHEepreTmkm - Le npouec
30opy iHPoOpmaLii Npo NOTOYHWUM piBEHb CTIMKOCTI Kibepbe3nekn B
eHepreTMYHOMY CceKTopi YKpaiHu



MiHiCTepCcTBO eHEepreTUKH
Vkpainu

OOPOXHA KAPTA
PO3bYOBW KIBEP3AXUCTY
OB’EKTIB KPUTUYHOI
IHOPACTPYKTYPU
EHEPTETUYHOI TA/TY3|

step 3

CEKTOPAJIbHWW LEEHTP KIBEPBE3MNEKM

1. TMpnCKOpEeHHA BNPOBAAKEHHA CEKTOPA/IbHOI eHepreTUYHoI Kibepbesneku
2. TloKpalleHHA 6e3neku Ta MOXIMBOCTI aBapiMHOro BiAHOB/IEHHA

3. CekTopanbHU 06MiH AaHnMK 3 Kibepbesneku

CeKTopHMN UeHTp Kibepbe3nekn noBMHEH 3abe3neynTy nepeaoBUit 3axXMCT Bif
Kibep3arpos, 3anobirT BTOPrHEHHIO, 3MEHLWINTY PU3UKN BNAUBY, 3aM0DIrTM HOBMM Ta,
y pa3i 3arpo3s, epeKTMBHO pearyBaTM Ha CEKTOPAIbHOMY PiBHI

1 GLOBAL LAYER

2 NATIONAL LAYER
>\

Sectoral IR N Regional o
3 SECTORAL / REGIONAL sOC cOC
LAYER ' ) | o
Regional Ll o Sectoral
SOC Sectoral SOC

4 ENTERPRISE LAYER




MNPOEKTHUI O®PIC 3
KIBEPBE3MEKM

step 2

AYOUT CTAHY KIBEPBE3IEKN
KPUTUYHOI IHOPACTPYKTYPU
EHEPTETUYHOTIO CEKTOPY

step 3

CEKTOPA/IbHMI LIEHTP KIGEPBE3MEKM

AOPOMHA KAPTA
PO3BYAOBW KIBEP3AXUCTY
OB’EKTIB KPUTUYHOI IHOPACTPYKTYPU
EHEPI'ETVI'-IHO'I'¥IT_AIIY3I
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MIHICTEPCTBO EHEPTETUKH YKPATHU
HAKA3

m. Knis

Ipo Ilnan 3axodis i3 3abesneuennn
Kibepbesnexu 06’ ckmie Kpumuunor
ingppacmpyxkmypu enepzemuunoi
2anysi

Bignosigno mo 3akony VYkpainm «[Ipo ocHoBHI 3acaam 3abe3neueHHs
kibepOesnexn Ykpainuy»; [Ipasun npo Gesneky nocrayaHHsi eNEKTPHYHOI eHeprii,
3aTBEP/UKCHUX Haka3oM MIiHICTepCTBAa EHEPreTHKM Ta BYTiUIBHOI [POMHCIOBOCTI
Bin 27.08.2018 Ne 448 (3apeectpoBanuM y Minicteperi roctuuii  Ykpainn
19.09.2018 3a Ne 1076/32528); 3 ypaxysanusM 1.2.2 Hakazy Minictepcrsa
enepretukn Yxpainu Bia 19.06.2020 Ne 389 «Ilpo PoGouy rpymy 3 po3dymaoBu
Kibep3axucTy 00’€KTIB KPUTHYHOI iHPPACTPYKTYPH EHEPreTHUHOI Tay3i»; 3 METOI0
CTBOpEHHs J1i€BOi cHcTeMH KibepOe3neku 00’€KTiB KPUTHUHOI iH(pacTpyKTypH
eHepreTHyHoi rany3i YKpainn
HAaKa3ylo:

1.3arBepmuru  Ilnan 3axomiB i3 3alesneuenns KiGepOesnekn 00’ ekTiB
KPUTHYHOI iH(PACTPyKTypH eHepreTHuHoi ramysi (mam — Ilman 3axoaiB), mio
JI0J1A€ThCA.

2. YnpasniHHio undposoi MOJITHKH Ta Oe3nekn (Banepiii
KVYJIMK-KYJIMYEHKO), kepiBHMKAaM JEP/KaBHHUX MiJANPHEMCTB, YCTAHOB Ta
oprauizaiif, 1o Hanexkarh 10 cdepu ynpapiiHHs MiHEHEpPro, rocnoJapchKux
TOBAPHCTB, MWIOAO fKMX MiHeHepro 31iHCHIOE MOBHOBAKEHHS 3 YNpaB/iHHA
KOPMOPAaTHBHUMH TIpaBaMH JIEP/KAaBH Ta TFOCHONAPCHKUX CTPYKTYP, KOHTPOJIbL 3a
JUANBHICTIO AKHX 3]ificHI0e MiHicTepeTBo, 3abe3neuntn BUKoHaHHs [naHy 3axosiB,
3aTBEP/UKCHOTO UM HAKA30M.

3. PoGouiit rpyni 3 po3OyaoBu  KibepzaxucTy — 00’€KTiB  KPUTHYHOL
iH(paCTPYKTypH CHEPreTHYHOI raiysi, yTBOpPeHiii 3rijHo 3 Hakasom MiHicTepcTBa
eneprerrku Bia 19.06.2020 Ne 389, y pasi norpeGu HajgaBaTH NPONO3HLIT 1100
BHECEHHs 3MiH 10 IlmaHy 3axoiiB 3 ypaxyBaHHAM HOPMAaTHBHO-NIDABOBHX AaKTiB
Vpsny.

4. KoHTpoJib 32 BUKOHAHHSAM LIbOr0 HaKa3y MOKJIACTH HA 3acTynHuka Minicrpa
BOUMKA HOpist.

B. 0. Minicrpa Oubra BYCJIABEILb

3ATBEP/DKEHO
Haxka3s MinictepcTBa eHepreTuku
Vkpaiuu

Ne

Ilaan 3axoxis i3 3a6e3nevenns kibepOesnekn 06’ ekTiB KPUTHUHOT
inpacTpyKTypH eHepreTHUHOT ragaysi

L Busnadenns (oHoBneHHs, akTyanisauis, (opmysauus) Ilepeniky
00’€KTiB eHepreTHyHoOT raiysi, o MoxkyTh GyTH BiaHeceHi 10 06’€KTiB KpUTHUHOT
iHQpPacTPyKTypH, 30Kpema [UISIXOM [OBTOPHOrO —OMMTYBaHHA  (JIOpYyYeHHs
KaGinery MinictpiB Ykpaiuu Bix 16.04.2020 Ne 10512/1/1-20) siznosigso x0
OITUTYBAJILHOTO JIMCTA, pospobrneHoro JlepkasHoto cinyxGow0  cneniaabHOro
38’43Ky Ta 3axucty inpopmauii Vkpainu, Ta oTpumaHoi indopmauii Bin
opraHi3aulii, BiANOBiAaNbHUX 3a TaKi 00’ €KTH, WO HANEKATD 10 CHEPH yNpaBIiHHs
MinictepcTBa enepretku YKpainu.

Tepwmin — IV kBapran 2020 poky.

2: Po3pobxa MPOEKTY Ipasun/Pexomendayiii 3abesnevenns
kibepbesnexu 06 'ckmie Kpumuunoi ingppacmpykmypu  enepeemuunoi 2anyzi 3
METOIO MPUBECHHS JI0 €IMHUX BUMOT Kibe3axucTy 00 €TiB eHepreTHYHOI ranysi.

Tepmin — IV kBapran 2020 poky.

35 Po3pobka npoekty I'amyseBoro aokymeHTy 3 KibepGesneku 06’ exTis
KPHUTHYHOT iH(pacTPpyKTypH eHepreTHUYHOI raiysi (y BAKOHaHHS MyHKTY | YacTuHu
n’atoi  crarti 10 3akony Vkpaium «[Ipo ocHoBHI 3acaam 3aGesnedeHHs
kibepbesnexkn Ykpainn»; myHkTy 14 3aranbHuX BUMOT 10 Kibep3axucTy 06 cKTiB
KPUTHYHOT iH(PACTPYKTYpH, 3aTBepKeHMX moctanoBoro KaGinety Minictpis
VYxpainn Bin 19.06.2019 Ne 518) 3 meroro noGynoBu ai€Boro 3axucty o6’eKTiB
KPUTHYHOT iH(PACTPyKTypH eHepreTH4HOI rajnysi Ta 3aGe3nedyeHHs: MOCTIHHOIO
MOHITOPUHTY KiOepiHLUHIEHTIB.

Tepmin — IV kBapran 2020 poky.

4. Po3spo6aenns ITnany nobyaosu kiGepueHTpy.
Tepmin — IV kBapran 2020 poky.

5. 3jiificHeHHs BCeGiYHOrO BHBYEHHS HASBHOIO CTaHy 3abe3neveHHs
Kkibepbe3nekn 06’€KTiB eHepreTHyHOI raiys3i, o HaxekaTh 10 cdepu ynpasiinus
MineHepro, 30kpemMa — LIISXOM [POBEJACHHS ATy CTaHy 3a0e3nedeHHs
xibepOe3nekn Ha 06’€KTaX KPUTHYHOT IHPPACTPYKTYPH €HEPreTHYHOT rajysi.

Tepmin — nocTiitHo.
/

Hauaabuuk Ynpasainus

ungpoBoi NoaiTHKH Ta Ge3nekn B. Kyank-Kyanuenko
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MARKET TRENDS & CYBERTHREATS
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MARKET TRENDS & CYBERTHREATS
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Figure 2: Percentage compromised by at least one successful

Figure 1: Frequency of successful attacks by year. attack in the past 12 months.
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NATIONAL CYBERSECURITY OVERVIEW

The Law of Ukraine "On the
Basic Principles of
Cybersecurity of Ukraine"

National Cybersecurity
Strategy of Ukraine

INTERNATIONAL CYBERSECURITY
The concept of COOPERATION
the development of

the digital economy and
society of Ukraine for 2018-
2020

National
Bank of
Ukraine

Ministry of
Defense

The Law of Ukraine "On the
National Program of
Informatization"

The Ukraine—European Union l.
Association Agreement /~ The State Service o
European Union Association for Special =
Agreement between the o\__ Communications
European Union, Euratom, Security and Information
Ukraine and the EU's 28 Service of Protection of

member states Ukraine \_ Ukraine -/



https://ccdcoe.org/uploads/2018/10/NationalCyberSecurityStrategy_Ukraine.pdf

NATIONAL CYBERSECURITY OVERVIEW
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https://ccdcoe.org/uploads/2018/10/NationalCyberSecurityStrategy_Ukraine.pdf

Sectoral
Cloud
Datacenter

Secured
communication
channels

E-CYBER — SECTORAL CYBERSECURITY VISION

Cybersecurity
operational
center

Enterprises

MISSION : Sectoral Center for Cybersecurity
should provide a front line of defense against cyber
threats, prevent intrusions, reduce current
vulnerabilities, prevent new ones and, in the event

of threats, effectively response.

EXPECTED RESULTS: Cybersecurity and cyber
defense from the full spectrum of threats of the
Ministry of Energy, enterprises, institutions and
organizations belonging to the sphere of

management.

BENEFITS:

» Acceleration of the implementation of sectoral
cybersecurity

« Improvement of security and disaster recovery

* 10x cost reduction



E-CYBER — SECTORAL CYBERSECURITY VISION

TECHNICAL MODEL COMPONENTS

consists of two zones and the corresponding interaction
between them:

1. CyberCenter (E‘SOC) — The centralized E-SOC

zone, where the aggregation of the determined Security operations Center - software & hardware
information and services takes place. Such aggregation
is approached within the cyberspace monitoring and
detecting tools for the purpose of prompt and DataCenter

systematic prevention of cyberthreats, the distribution . . . o .
of information (proofing) to other entities of the Uptime Institute Tier Il Certified Facility

Ministry of Energy and Coal Industry of Ukraine;

2. CyberNet — decentralized zone, represented by Cybersecuority SENSOIs .
sectoral entities of the system, that are users of for Momtormg and prevention of Cyberthreats

information  systems, telecommunication networks,

computer equipment, etc. - in general, any tools where o
information and telecommunication technologies are Secured communication channels

used for storing, processing and data exchange.



E-CYBER ROADMAP

To Do
Legislation & Policy

Operations & Processes
Technology

Education and cyber hygiene

How To Do

Cybersecurity Coordination Office
Audit of Sectoral Cybersecurity

Cyber Hygiene awareness

F-SOC — Sectoral Cybersecurity Center



E-CYBER ROADMAP

CYBERSECURITY COORDINATION OFFICE

PROJECT MANAGEMENT OFFICE FUNCTIONAL
STRUCTURE AND STAFFING

EXPERTS

# Position Major Functions
Director of the Office Coordination of the project, communication with the government officials and donors,
management of the Cybersecurity team, support of approval the official documents

|

2 Legal Counsel Development and approval of the legal acts necessary for sustainable functioning of the
Industry Center for Cybersecurity

3 Legal Expert Supports the Legal Counsel in his/her assignments, drafting tender documentation

4 Project Manager Management of the project: development of the design and concept of the project of the
Industry Center for Cybersecurity

5 Financial Analyst Supports the Project Manager in financial modelling of the project and development of
methodology for the cybersecurity fees

6 Technical Analyst Supports the Project Manager with the technical consultation regarding the hardware and

software components



E-CYBER ROADMAP
AUDIT OF SECTORAL CYBERSECURITY

Strategy

People

Human error accounts
for almost 90% of
Cyber Attacks®

Systom
Imphamentabon

S System
/ HentiScalion,
/ Evaluation & Sefection

Operations & Processes

e Technology




E-CYBER ROADMAP
E-SOC = SECTORAL CYBERSECURITY CENTER

INTERNATIONAL ANALYSIS | NATIONAL
CYBERSECURITY CYBERSECURITY
COOPERATION COOPERATION

SOC  excrance

MONITORING \7/




E-CYBER ROADMAP
E-SOC — SECTORAL CYBERSECURITY CENTER

= Operations & Processes

Technology

© National Center for Cyberdefense
The State Service for Special
Communications and Information
Protection of Ukraine



Sectoral
Cloud
Datacenter

Secured
communication
channels

E-CYBER ROADMAP
E-SOC = SECTORAL CYBERSECURITY CENTER

Sectoral
Enterprises
Sensors

Technical
Sectoral Cyber Requirements
Security Concept

Technical
Requirements

Exchange
Protocols

Cybersecurity
operational
center



E-CYBER ROADMAP

CYBER HYGIENE AWARENESS
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3riguo 3i 3eitom IBM 33
2018 pik, MOACHHHA
aKTop - NpU4HHa

90'3/0

BHIAIKIE 31aMy
Baz gaHEx

KYPCIPOBOIHTLCA
HA OCHOBI
METOAOJIOr T
HABYAHHSA
JOPOCTHX

NPHYHUHH, 3 OITAAY HA AKI

IIMTAHHA KIBEPTIT'IEHHU

MAE BYTH ITIPIOPUTETHHUM /I BAIIIOT OPTAHI3ALIIT

BCTYTI 10 KIGEPTITIEHH - ne inTepakTHEHMI
HaBYaABHHI  KypC, COPAMOBAHHE  Ha
MiAEMMEHHA pisuA ofisnanocTi 3
PHZHKAMH, NOE'H33HHMH 3 NOBEAIHKOK B
IHTepHETI, Ta BHPOGIEHHS POSYMiHHA TOTO,
AKi 3aX0AH MOMYTbL ZOMOMOITH 3AXHCTHTH
KOpPHCTYEawiE Ta Ixi pododi Micma Big THX
3M0BMHCHHKIE, Kl OparHyTh 3aBJaTH
WKOAM AeMOKpaTHiHOMY mponmecy. Le
CTOCYETBCA 8K NoCafosnie  BHOOPYHX
KoMicilf, Tak i MpeacTABHMKIE OpAb-gKHX
iHmHUX opramisamii, AKi CTHRAWTBCE 3
MOAIBHKMH 3arposaMu.

XTOMAE IIPOATH IEH KYPC?

* Kypc mnmigxeauTs Jaaa Beix, XTO
BHKOPHCTOEYE IHTEpHET ¥ cBol B poboTi,
11 To BeGCaiTH, 1H TO SAEKTPORHA MOMTY,
“H CONianbHi Mepei.

= Ind

b Wm0 HAZAETBCA NPOTATOM
KYPCY, CTOCYEThCA By Ab-AKNX NPHCTPOI B,
o MAWTh BUXIT B [HTEpHET.

*  MigxogATh A8 CAYXa4iB BCiX piBHIB.
HeMae BUMOTH HAABHOCTI § CAy-XawiB

iX SHaHE 3 Ki

P P

) Pearysasua Ha dimuHrOBY
& aTaKy
_{_: Kpami npakTaEn
-_\: BHKOPHCTAHHA HZPCIJliE
Pes EPEHE KONIKBAHHA JAHHX
a Ta ix Gesmera
OHOE/NEHHA NPOrPaMHOT0
wl 3afe3nedenaa Ta
BCTAHOB/ISHHEA AHTHEIPYCY
llpo Mizmapoany dynaanirn subop
3 1994 poxy i P
i P
i IFES B ¥xpaini
cfepi xibep P nponecy;

OCHOBI MIAHAPOAHNX CTAHAAPTIE TA KPAWOTe AOCEIAY:

T P yHacTi;
3aKOHOZAECTEA MNP0 BHBOPH Ta nomimirime dinancysam:
npolecy HEOCTATHRO MPEACTAEAEHEY IPYI Haceien

axazmy KiaTa

nog'Azamim: is Ta
IFES eiasigaiire: wwwifes.org/ukraine
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E-CYBER ROADMAP

SCOPE OF WORK I I |

Cybersecurity Coordination Office

Audit of Sectoral Cybersecurity

Cyber Hygiene Awareness
N W W i el W H e ol - YW |

E-SOC - Sectoral Cybersecurity Center
b

! !

Y R 12 montw Legislation & Policy
|
12 montw Operations & Processes

SUPPORT s
~ Education and cyber hygiene
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